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«JlokTop Beb6>»

«[okTop Be6» - poccuitckuii pa3paboTunk cpeacTts
nHdOopMaLMOHHOW 6e30macHOCTH.

«JlJokTop Be6» npeanaraetr 3¢p@EKTUBHbIE AHTUBUPYCHbIE U
aHTUCMNaM-PELIEHNS KaK [/s FOCYAAPCTBEHHbIX OpraHusaumi u
KPYMHbIX KOMMaHWM, Tak 1 A1S YaCTHLIX NONb30BaTeNen.

AHTUBMpYCHbIE pelleHuns cemelictBa Dr.Web pa3pabaTbiBatoTcs
€ 1992 roga n HEM3MEeHHO AEMOHCTPUPYIOT NPEBOCXOAHbIE
pe3ynbTaTbl AETEeKTUPOBAHMS BPEAOHOCHLIX MporpamM,
COOTBETCTBYIOT MMPOBbIM CTaHAapTaMm 6e30nacHOCTy.

CeptudmkaTbl M Harpagbl, a Takxke obwunpHas reorpadms
rnosib30BaTesiel CBUAETENLCTBYIOT 06 UCK/IIOYUTENBHOM AOBEPUN
K NpoAyKTaM KOMMaHuM.

Mbl 6narogapHbl NoJsib30BaTesIIM 32 NOAAEPIKKY
peweHun cemencrtsa Dr.Web!
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Fasa 1. BeeaeHune

Mhasa 1. BBegeHue

bnarogapym Bac 3a npuobpeTeHMe Mporpammsl

. [JaHHbI aHTUBMPYCHBIN NPOAYKT NpeacTaBnsieT coboin
NpUNoXeHWe, MOAKMOUYAEMOE K CUCTEME KOHTEHTHOW (unbTpaumu
ClearSwift MIMEsweeper B KkayeCTBe OAHOM M3 MOMWUTUK MPOBEPKU
COZEPXKMMOr0 NMOYTOBbLIX COOBLLEHMI.

B nporpaMme npuMeHeHbl Haubonee nepenoBble pa3paboTku U
TEXHOJIOTUM , KOTOpble MO3BONAIOT OBHapyXuUBaTb U
06e3BpeXunBaTb BPEAOHOCHblE O6beKTbl, MPeACTaBNSOWME  Yrpo3y
(OYHKUMOHWMPOBAHMIO  MOYTOBLIX  CEPBEPOB M MHGMOPMALMOHHOW
6€e30MacHOCTM aapecaTos.

MporpaMmMa npoBepsieT BCE MOYTOBblE COOOLUEHMS, MOJSTyYaeMble
KOHTEHTHbIM (DUNILTPOM, Ha BMPYCbl, MPOrPaMMbl JO3BOHA, pPeKnamHble
nporpaMMmbl, NOTEHUMaNbHO ONacHble NMporpaMmbl, NPoOrpamMMbl B3f10Ma
W Nporpammbl-LLyTKN. Ecnun pabotaeT ¢
nuueH3mnen «AHTUBMPYC+AHTUCIAM» n COOTBETCTBYIOLLMM
NNLEH3UOHHLIM  KJTIoYEBbIM  (DalifioM), TO OHa TaKXe OCYLLECTBASET
NpOBEPKY KOPPeCrnoHAEHUMN Ha CrnaM € NoMoLLbio cnam-dunbtpa Vade
Retro. TMlpu o6HapyxeHWn yrpo3 6e30nmacHOCTM  NpUIOXeHue
KnaccuduumpyeT  HexenaTeslbHyld MOouYTy  COracHO  HacTpolkam
ClearSwift MIMEsweeper #“ no BO3MOXHOCTM 0b6e3BpexuBaeT
0bHapy>XeHHble BpeAOHOCHbIE NPOrpaMMbl.

6
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Fasa 1. BeeaeHune

OCHOBHble (PyHKLMM NPOrpaMMbl

NpeaocTaBndaAeT BaM  cneaywuwme
npenMyLlecTsea:

e YCTAHOBKY aHTVBMPYCa Ha Te e KOMMbIOTEPbI, FAe YCTaHOBIEH
KOHTEHTHbI PUNLTP;

e MOAK/IIOYEHME aHTUBMpPYCA B KauvecTBe cueHapus dunbTpauum
nepgoro Tuna (knaccudmkaums  KOHTEHTHOrO  CkaHepa),
peKoMeHA0BaHHbIN koMmnaHuei ClearSwift;

e MPOBEPKY MOYTOBbLIX COOBLLEHMIA, M B TOM YWUC/IE apXMBOB BO
BMOXEHMSIX, A0 MX 06paboTKM NMOYTOBLIM CEPBEPOM;

o 0bHapyxeHne Bpe4oHOCHOro NporpamMMHOro obecneyeHus;

e JleyeHune 3apaXkeHHbIX 06beKTOoB;

o BbISIBIEHME U OTCEMBaHWE Crama;

e BbICOKYHO CKOPOCTb MPOBEPKY;

e perynsipHoe aBToMaTuyeckoe 06HOBEHVE aHTUBMPYCHbIX 6a3.

Hactosiwee pyKoBOACTBO MpWU3BAHO MOMOYb  aAMUHWUCTpaTopam
MOYTOBbIX CEPBEPOB, UCMOMb3YIOWMM KOHTEHTHbIN unbTp ClearSwift
MIMEsweeper for SMTP, yCTaHOBMTb U HacTPOUTb NMpPOrpaMMy

, @ TaKKe O03HAaKOMUTbCA C €ee OCHOBHbIMU
yHKUMAMMU. [JONONHUTENBHYIO MHPOPMALMIO O CLiEHAapUSX KOHTEHTHbIX
dunbTpos ClearSwift MOXHO HaiTM  Ha  oduuManbHOM  caiiTe
KOMMaH1n no appecy


http://www.clearswift.com/products/msw/smtp/eval/avscenario.aspx
http://www.clearswift.com/products/msw/smtp/eval/avscenario.aspx

T4
))
“ﬁ

M
3

nasa 1. BBeaeHue

MUcnonb3yemMmble 0603HauYeHUn

B fgaHHOM  pyKOBOACTBE  MPUMEHEHbI  Cleayilolye  YCNOBHble
o0603HaueHus (Tabs. 1).

3eneHbin

Ta6bnuua 1. YcnoBHble 0603HaUeHus.

Mony>XupHbIi

NONY)>XUPHbIN

3eneHoe

noavyepKmBaHue

Kypcue
MPOMUCHBIE
BYKBbI

CumBOn  «n/oC»
(+)

A

HasBaHus KHOTMOK n apyrux 3/1IEMEHTOB
Mosib30BaTeNIbCKOro MHTEpdenca, a Tak e [AaHHble,
HeobXoAnMble BaM HeobXOAMMO BBECTM MMEHHO Tak,
KaK OHV NpuBeAeHbl B PYKOBOACTBE.

HasBaHus npoaykToB KomnaHun <«[lokTop Be6>» n nx
KOMTMOHEHTOB.

CcbINkv Ha pasfaenbl JOKYMEHTa U Be6-calThl.

TeKkcT, 3aMelaWmin  MHMOPMaUMo, KOTOpYHo BaM
HYXKHO BBeCTW. B npuMepax BBOga KOMaHA Takoe
BblA€/IEHME YKa3blBAeT Ha y4acTKV KOMaHAbl, KOTOpble
BaM HeOBX0AMMO 3aMEHUTb aKTyasibHbIM 3HAUEHWEM.

Tak e MOryT BblAeNsTbCS TEPMUHBI.

Ha3BaHus knaBuw KnaBuaTypbl.

YKka3blBaeT Ha OAHOBPEMEHHOE HaXaTue HECKONbKUX
knaBuw. Hanpumep, 3anucb ALT+F1 o6o3HauaeT, 4To
HeobxoauMo HaxaTb knasuwy F1, yaepxuBas HaxaTou
knasuwy ALT.

BaxkHble 3aMeyaHus u YKa3aHu4.

8
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nasa 1. BBeaeHue

TexHunuyeckaa noaaepIxKa

CTpaHuua cnyxbbl  TeXHUMYeckom noaaepxku <« [loktop Beb»
HaxoauTcs no agpecy http://support.drweb.com/.

Mp1 BO3HWKHOBEHWU MPOBIEM C YCTaHOBKOW MM paboTol NpoayKToB
KOMMaHuM, npexae ueM obpawaTtbCs 3a MOMOWbl0 B OTAEN
TEXHUYECKON  MOAAEPXKKM, PEKOMEHAYETCS  nonpoboBaTb  HaWTK
peLLeHVe OAHWUM U3 creaytoLmx cnocoboB:

e 03HaKOMMUTbCS C MOCNEAHNMMU BEPCUSIMI ONUCAHUIA U PYKOBOACTB
no agpecy http://download.drweb.com/;

e MpoynTaTb pasfen 4acTo 3ajaBaeMblX BOMPOCOB MO aapecy
http://support.drweb.com/;

e MOMbITaTbCA HAUTM OTBET B 6ase 3HaHuit Dr.Web no agpecy
http://wiki.drweb.com/;

e nocetuTb Gopymbl Dr.Web no agpecy http://forum.drweb.com/.

Ecnu nocne storo Bam He yaoanocCb pewunTb npo6neMy, TO Bbl MOXETE
3anonHUTL Be6-chopMy BOMpoca B COOTBETCTBYIOLIEN CEKUMM pasdena
http://support.drweb.com/.

HaliTn bnuxalillee k BaM npeacTaBUTENbCTBO «[lokTop Be6>» u BCo
KOHTaKTHyl0 MHdOpMaLumio, HeobxoaMMyio MoNb30BaTeNto, Bbl MOXETe
no aapecy http://company.drweb.com/contacts/moscow.

9
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Fnasa 2. JinueH3snposaHue

FnaBa 2. JinueHsnpoBaHue

MpaBa MNONb30BaTeNss Ha WCMONb30BAHWE MPOrpaMMbl
perynupyloTcs npu noMoLuM creumansHoro daiina,
Ha3bIBAEMOrO JIMLEH3VOHHBIM KOYEBbIM (haloMm.

JINLEeH3UOHHbIN KNouYeBou ann

KntoueBoli chaiin umeeT paclumMpeHune .key M COAEPXUT, B YacTHOCTH,
cneaytoLLyto HdopMaUmio:

e Mepuof, B TeYEHMEe KOTOpPOro paspelleHo MCMosib30BaHue
MporpamMmi;
e MepeyeHb KOMMOHEHTOB, pa3peLLEHHbIX K UCMOJb30BaHMIO;

e paspelleHVMe WM 3anpeT Ha WCnonb3oBaHue cnam-dunbTpa
Vade Retro;

e KO/IMYECTBO I'IOJ'Ib3OBaTEJ'IEI\/'I, 3almilaeMbIX nporpaMMon.

KntoueBoii ain nporpamMmbl ABNsIeTCA
AEACTBUTENbHLIM  MPU  OAHOBPEMEHHOM  BbIMOMHEHUM  CNEAYIOLLMX
YCNOBWIA:

o CPOK [1ECTBMSA TULIEH3UMN HE UCTEK;

e K/IIOY pacnpoCTPaHAETCA Ha BCE WCMOJSb3yeMble MporpaMmMoin
Moaynu;

e K/OY pa3peLleH K UCMOJb30BaHMIO Ha MOYTOBbLIX CEPBEPAX;

e LIENIOCTHOCTb K/lloYa He HapylueHa.

Mpu HapyweHun no6oro M3 ycnoBui KouyeBon (ain cTaHOBUTCA
HEAENCTBUTENbHLIM, MPX 3TOM MporpamMMa MepecTaeT 06e3BpeXxmBaTh
BPELOHOCHbIE MPOrpaMMbl M MPOMYCKAET MOYTOBble COO6LIEHUS 6e3
M3MEHeHWI. @DaKT HapylleHWs KOPPEKTHOCTM KiodveBoro daiina
3aMNUCLIBAETCS B XKypHan perucTpaumuM  cobbiTWii  onepaumnoHHON
CUCTEMBI.

10
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JeTanbHyto MHbOPMALIMIO O PErUCTPALIMN COBLITUI Bbl MOXETE HAUTU B
rnaee

MNonyuyeHune knouesoro caina

Bbl MOXETe MOoJyuYuTb JIMLIEH3WOHHBIN KTloYeBoW daiin ogHMM U3
cnepyowmx cnocobos:

o B BUae ZIP-apx1Ba Mo 3NEKTPOHHON MOYTE;

e BMECTe C AUCTPUBYTUBOM MPOAYKTA, ECAN NIMLEH3VUOHHBIN halin
6bi1 BK/IIOYEH B COCTaB ANCTPUEYTMBA MPU €ro KOMMNeKTauum;

e Ha oTZAeNnbHOM HocuTene B Buae daiina ¢ paclumpeHuem .key.

MonyueHue kioueBoro ¢aiina no 3/1IeKTPOHHOM nouTe

1. 3aliguTe Ha calT, agpec KOTOPOro yKasaH B PerMcTpauyoHHON
KapTOuKe, NpUaraeMoi K NpoayKTy.

2. 3anonHute opMy CO CBEAEHMSIMU O MOKynaTene.

3. BBeauTe perucTpauMoHHbLI CEpUNHLIA HOMep (HAaxoauTCs Ha
PErNCTPaLMOHHON KapTouke).

4. KnioueBor caiin 6yaeT BbiC/aH MO yKka3aHHOMY BaMW afpecy
3NEKTPOHHOW MoYTHl B BUAe ZIP-apxuBa, coaepxallero dain ¢
pacwmpeHmnem .key.

5. U3Bnekute kntoueBol  dalin  Npu  NOMOWM  CPeacTs
orepauMoHHON cucTeMbl wnKM  apxueatopa dopmaTta ZIP
(Hanpumep, WinZip nnu Pkunzip) 1 nomectuTe ero B Kartanor
YCTAHOBKM NPOrpammbl (06bI4HO
%ProgramFiles%\DrWeb for MIMEsweeper).

B HeKoTOpbIX Cfyyasix AN O03HAKOMJEHUS C MPOrpaMMoi MOXHO
nonyyunTb demMoHCMpPayUuoHHbIU Krodesol halisl. Takue KoyeBble
daiinbl  obecneuvBaloT  MOMAHYH  (DYHKLMOHANBHOCTb  OCHOBHbIX
@HTUBUPYCHBIX KOMMOHEHTOB, HO UMEKOT OFpaHUYEHHBIN CPOK AEUCTBUS
W He NpeanosiaraloT OKa3aHve NoaAep)KKU nonb3osaTento.

Ana  nonyyeHMs  AEMOHCTPALMOHHOIO  KloyeBoro  daiina  (no
3NEKTPOHHOM TMoYTe) CnedyeT 3aperucTpupoBaThCc Ha Beb-caiite

11
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Fnasa 2. JinueH3snposaHue

JononHutensHyto MHGOPMaUMIO O JIMLUEH3MPOBAHUM U KIOUEBbIX
dalinax MOXHO HalTM Ha oduuManbHOM  caiiTe  KOMMaHWu
no aapecy

O6HoBNEeHue NULIEH3UUN

B HekoTOpbIX Crydyasix, HarnpuMep, MpU OKOHYAHMM Cpoka AeWCTBMS
NALEH3UN MK NPU U3MEHEHUM XaPaKTEPUCTMK 3alLMLLAEMOI CUCTEMbI
unm TpeboBaHMin K ee 6e30MacHOCTY, Bbl MOXETE MPUHATL PELIEHME O
NPUOBPETEHNM HOBOW UMM PaCcLUMPEHHOW NIMLEH3UMM Ha MporpaMMy

B TakoM cnyyae BaM noTpebyeTcs
3aMEHWUTb YXKe CYLUECTBYIOWMIA WM 3aperucTpupoBaHHbIi B CUCTEME
NULEH3WOHHBIA  KtoyeBoM  daiin.  MpunoxeHne  NoaaepXuBaet
OBHOBNEHME NIMLIEH3UM «Ha JIETy», NpU KOTOPOM He TpebyeTtcs ero
nepeycTaHaBNMBaTb WK NpepbiBaTh ero paboTy.

3ameHa kroueBoro cgaiina

1. YTO6bl OBHOBUTb JIMLIEH3UIO, BbIMOJIHATE OHO U3 CRedytoLLMX
JencTBui:

e 3aMEHUTE MWMEIOWMIICS KloYeBoM ¢aln B KaTtanore
yCTaHOBKM nporpammbl (06b14HO, %ProgramFiles%\DrWeb
for MIMEsweeper) HOBbIM KtoueBbiM haliom;

e MPU U3MEHEHHOM MyTU K KIOYEBOMY chaiily, 3aMeHWUTe
UMeroWwmMiica  koYeBo daiin B 3a4aHHOM  kaTasnore
XpaHEeHUs HOBbIM KJtoUeBbIM halifioM.

2. MNpunoxeHune ABTOMATUYECKU NEPEKNIOUNTCA Ha
ncnonb3oBaHMeE HOBOIo KJ1lOYEBOIo cbaﬁna.

[oMoNHUTENbHYI0 MHAOPMaLMIO O CpoKax M TuMax SINLEH3MPOBaHMs
MOXHO HalTh Ha obUUMANbLHOM caifTe KoMMaHum no
agpecy

12
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Ncnonb3oBaHue knro4veBoro danna

Mpy paboTe nporpamMMbl KIOYEBOK aiin Mo yMOMYaHUIO AO/MKEH
/§, HAXOMMTLCA B KaTanore  yCTaHOBKY. MporpaMma  perynsipHo
£ ® % TNpoBepsieT HanMuMe M KOPPEKTHOCTb KitouyeBoro aina. Bo

n3bexaHve nopun Kova, He MoandULMpYIHTE KNoYeBOMN daiin.

Mpu ycraHoBke Dr.Web pns MIMEsweeper kioyeBor daiin
KOMMpYeTcs B  KaTasor YCTaHOBKM MpuioxeHust (06bluHO, %
ProgramFiles%\DrWeb for MIMEsweeper). Mactep YyCTaHOBKM
aBTOMAaTUUECKN  perucTpupyetr  KkioyeBon aiin B peecTpe
OMEPALMOHHON CUCTEMbI. Bbl MOXETe M3MEHWTb MyTb K K/IHOYEBOMY
aiiny.

N3MeHeHMe NyTH K KtoueBoMy caiiny

[JaHHyl0  ofepauMio  PEKOMEHAYETCS  BbIMOJHATb  TOJMbKO
aAMUHUCTPATOPY WM OMbITHOMY  MOMb30BAaTEN0  CUCTEMbI.
'S HeBepHble AENCTBUSI MPU WM3MEHEHUM DPEECTpa MOTyT CEpPbE3HO
i ® % noBpeauTb  cucteMy.  CneumanucTbl  KoMMaHuu  Microsoft
PEKOMEHAYIOT Mepes M3MEHEHWEM pEEeCTpa CO3AaTb PE3EPBHYIO
KOMUIO BCEX BaXKHbIX AaHHbIX, MMEIOLMXCS HA KOMMblOTEpE.

—_

OTKpoOWTE pefakTop peecTpa onepaLMOHHON CUCTEMBI.

Haiigute Betky HKEY_LOCAL_MACHINE\SOFTWARE\Doctor
Web\DrWeb for MIMEsweeper\License.

B KOHTEKCTHOM MeHIo Kntoya FILE Bbibepnute U3MEHUTD.
BeeauTte nyTb K hanny nMLeH3unu.
HaxmuTe kHonky OK v BbIiaUTe U3 peaakTopa peecTpa.

Ytobbl nepesarpy3utb Dr.Web pgna MIMEsweeper,
OTKpoiiTe pegakTop nonutuk MIMEsweeper for SMTP M Ha
naHesnn MHCTPYMEHTOB HaXxxMuTe kHornky Save MIMEsweeper

N

oA W

Policy % .
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Mporpamma Dr.Web pans MIMEsweeper rotoBa K MCNOSIb30BaHUIO
Knto4eBoro daina, pacrnosioXeHHOro Mo ykasaHHOMY aZipecy.

OnpeneneHue napaMeTposB
JNINLLEH3UPOBaHUNA

JIVLeH3MOHHBI  KkloYeBon  dhalin perynvpyeTr  MCMosb3oBaHue
nporpammel Dr.Web ans MIMEsweeper.

OnpeneneHue napaMeTpoB JIMLEH3UPOBaHUS

KntoueBoii thaiin nMeeT hopMaT, 3alUMLLEHHbINM OT peaakTUPOBaHMs.

/s PepaktupoBaHue dainna genaer ero HeaeicTBUTENbHbIM. YTOObI

ﬁ, 136exaTb MOopUM KIOUEBOro daiifia, He CleayeT COXPaHsTb ero npu
3aKpbITUM TEKCTOBOrO PeAaKTopa.

1. YTtobbl ONpeaenuTb NapameTpbl IMLEH3UPOBaHKS], 3anMcaHHble
B BalleM KoyeBol caiine, OTKpoinTe chain ang npocMoTpa
(Hanpumep, BNOKHOT).

2. Bul MOXETE  MNpOBEpUTb  Credylolme  MapameTpbl
NnUeH3NpoBaHusa (Tabi. 2).

Ta6nuua 2. MapameTtpsbl kKaroueBoro cgaiina.

Ipynna [Key], YkasbiBaeT KOMTMOHEHTbI NporpamMi,
rapamertp KoTOpble paspeLieHo CMO/b30BaTh
Applications BNIaAebLlY MLEH3NN.

Ipynna [Key], YKasblBaeT CPOK [AENCTBUSA JIULEH3MOHHOMO

napameTp Expires Koua B dopmate Foa-Mecau-/leHb.

Ipynna [User], YkasbiBaeT PErUCTPALIMOHHOE nMst
napametp Name B/lafeNbLa INLEH3NN.

14
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Ipynna YKkasblBaeT He paspeweHve (Yes) wm
[Settings], 3anpetr (No) MCMOMb30BaHUS K/Ya Ha
napameTp MOYTOBbIX CEPBEPAX.

MailServer

Tpynna Yka3biBaeT Ha paspelleHve (Yes) wmm
[Settings], 3anpet (No) MCnonb3oBaHWs cnam-uabTpa
napamMeTp Vade Retro.

SpamFilter

Cnam-cunbTp  AOCTYyMeH  TOMbKO  And
JIMLEH3UN «AHTUBUPYCHAHTUCNAM>.

Ipynna YKasblBaeT  KO/MYECTBO  MOJSb30BaTeNen,
[Settings], 3alUMLLAeMbIX MPOrpamMMoN.

napametp

EmailAddresses

3. 3aKpoiTe dalin, He CoOXpaHss U3MEHEHWIA.
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NnaBa 3. YcTaHOBKa U yaasneHue
nporpamMmmbl

Dr.Web pgns MIMEsweeper yCTaHaBIMBaeTCsd Ha Te e
KOMMbIOTEPbl, € YCTaHOBMEH KOHTeHTHbIM dunbTp  ClearSwift
MIMEsweeper for SMTP, u paboTaeT kak cLeHapuii hunbTpauum Tuna 1
(knaccmdmkaums KOHTEHTHOro CKaHepa), pEeKOMEH0BaHHbIN
koMnaHwuen ClearSwift.

[lONONHUTENbHYIO MHMOPMALMIO O CLEHAPUAX KOHTEHTHbIX (UNbTPOB
ClearSwift MOXXHO HalTW Ha odMUMaNbLHOM caiiTe KOMNaHUK Mo afapecy
http://www.clearswift.com/products/msw/smtp/eval/avscenario.aspx.

CucreMHble TpeboBaHus

KoMmbloTEp, Ha KOTOpbIM  MPOWM3BOAUTCS YCTaHOBKAa MNpPOrpamMMbl
Dr.Web ans MIMEsweeper, JOMKEH YAOBNETBOPSTL CNEAYOWMM
cucTeMHbIM TpeboBaHusaM (Tabn. 3).

Ta6bnuua 3. CucreMHblie Tpe6oBaHus.

Mecto Ha >xectkom He MeHee 60 MB cBOBOAHOrO  AMCKOBOMO

aucke MpPOCTPaHCTBa.

OnepaumnoHHast OfHa v3 cneayroLwmx:

ieiEiE o Microsoft® Windows® 2000 Server c
naketom obHoBneHus 4 (SP4) nnu Bbllle;

e Microsoft® Windows Server® 2003 wau
60nee nosaHsa Bepcus.

MoyTOBbIN ClearSwift MIMEsweeper for SMTP 5.2 unu 6onee
KOHTEHTHbIV (DUNbTP  MO3AHSIS BEPCUS.

Mpouee MogkntoueHne Kk cetv WHTepHeT ans obHoBneHus
AHTMBMPYCHBIX 633 AaHHBIX NPOrpaMMbl.

16
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HacTtoswue cucteMHble TpeboBaHWS OTHOCATCA TOMBKO K MporpamMme
. TpeboBaHMsi K KOHTEHTHOMY (UNbLTPY
cogepxatcs B AokymeHTaumm ClearSwift MIMEsweeper for SMTP.
MOXeT paboTaTb Ha Tex e cepsepax,
Ha KOTOPbIX YCTAHOBNEH KOHTEHTHbIA DUIbTP.

YcTaHOBKa nporpamMmmbl

Mepea YyCTaHOBKOM MporpaMMbl YAOCTOBEPLTECH, YTO KOMMbIOTEP
YOOBNETBOPSIET MUHUMASTbHBIM

[ns ycTaHOBKM HeobXxoanMo MMETb
A = % npaBa agMUMHUCTpaTOpa.

EavHbIN cepBep NOIMTUK

YcTaHOBKa nNporpamMMbl

1. Ckonupyiite cneaytowme dainbl Ha KOMNbIOTEp, rae paboTaeT
cepeep  NOMUTUK  KOHTeHTHoro  ¢wunbtpa  ClearSwift
MIMEsweeper for SMTP Policy Server:

e YCTaHOBOYHbIIA aiin nporpaMmbi drweb-
mimesweeper-600-windows-nt-x86.exe;
o JIMLIEH3MOHHBIV KtoueBoit daiin.

2. 3anyctute daiin drweb-mimesweeper-600-windows-nt-
x86.exe.

3. OTKpoeTCs OKHO MacTepa YCTaHOBKUW. HaxxmuTe kHonky [lanee.

4. Ha ware JIMUEH3MOHHOE COrJlalleHne npounTanTe U

NPUMUTE JIMLEH3NOHHOE COMNallEHNE W HaXMUTE KHOMKY
Ranee.

17



T4
))
“ﬁ

M
$

Fnaea 3. YcTaHOBKa U yaasieHue nporpamMmbl

5. Ha ware JIMueH3UOHHbIW KknoUeBOW cain BLINONHUTE

O[IHO M3 CneaytoLmx AeNCTBUIA:
e BBeAWUTE NyTb K IMLEH3OHHOMY K/to4eBOMy caiiny;

e HaXMUTE KHOMKy 0630p, UTO6blI OTKPbLITb CTaHAAPTHOE
Avnanorosoe okHo OTKpbiTUE paiina, 1 3aTeM Bblibepute
Uy BBEAMTE UMS haiina C KIHoUOM.

YcTaHoBK@  MporpaMMbl  HEBO3MOXHa 6e3  KOppPEeKTHOro
JMLEH3MOHHOMO  KIloYa.  [Nd  nonyyeHuss  Kaloya €
oduuManbHOro canTa KoMnaHuuM <«[okTop Be6>» HaxmuTe
KHorKy MonyunTb KoY.

HaxxmuTe kHonky [lanee.

Mpw nogkntoveHnn K ceTn MHTepHET Yepe3 NpoKCcU-cepBep, Ha
ware HacTtpoiika MPOKCH yCTaHoBuTe naxxok
Ucnonb3oBaTtb  NPOKCH " BBEAMTE  CleaytoLlyo
MH(OPMaLMIO:

IP-agpec npokcv  BBeaute appec npokcu-cepsepa B dopmaTe
<adpec>:<nopm>, rge

<agpec> - IP-agpec wamM uMsi MNpOKCK-
cepsepa,
<MnopT> — MOPT, Ha KOTOPOM paboTaeT

NpOKCK-cepBep.

Nms Mpu HeobXoAMMOCTH, BBEAUTE nMst
nosfb30BaTeNs,  Mo/b30BaTeNs W Maponb [N MOAKMIOYEHNUS K
Mapornb MpOKCK-CEPBEPY.

EciM  Mpokcu-cepBep  paspeliaeT  aHOHUMHBbINA
BOCTYM, OCTaBbTe MO/ MyCTbIMU.

MoaTBepxaeHve [loBTOPHO BBEAWUTE MApOsib.
napons

8. Ha ware lFotoBa K YyCTaHOBKE mNpoOrpamMMmbl HaXMmute

KHonKy [lanee. Mactep yCTaHOBKU perncTpupyeT nporpaMmy u
cpean MpoyYero KOMUpYET JIMLIEH3MOHHbIN KoueBol daiin B
KaTanor ycrtaHoBku (06bivHO, %ProgramFiles%\DrWeb for
MIMEsweeper).

18
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9. Ha ware Mepesanyck cnym6 BbibepuTe OAHY M3 ONUWI
nepesarycka CepBMCOB KOHTEHTHOIO GuUnbTpa.

10. Ha ware Mporpamma InstallShield 3aBepweHa HaxMuTe
KHonky FoToBo.

Dr.Web pns MIMEsweeper noaknoyaeTcsi K KOHTEHTHOMY
Se unbTpy TONbKO MNocCne nepesanycka cepeuca MIMEsweeper for
SMTP Security Service.

Mporpamma Dr.Web pns MIMEsweeper yCTaHOB/lEHa M rotoBa K
HacTpolike.

MHoroumncneHHble cepBepbl NOINTUK

Ecom B cpepe ClearSwift MIMEsweeper for SMTP ucnonb3yetcs
HeCKONbKO cepBepoB nonuTuk Policy Server, Heo6xoAnMO YCTaHOBWUTb
nporpammy Dr.Web pns MIMEsweeper Ha BCe KOMMbIOTEpHLI, rae
paboTaloT cepepbl nonutuk Policy Server. CueHapuu KOHTEHTHOMO
unbTpa NPUMEHAIOTCA BCEMM CepBepaMu MOAWUTUK. ocne co3paHum
CLEHapysi NPOBEPKU NMOYTOBbLIX COOBLUEHMIA C Ucnonb3oBaHeM Dr.Web
ans MIMEsweeper kaxablil cepep nonutuk Policy Server Bo Bpemsi
NMpoBepkM noakoyaeTcas K nporpamme. Ecnv  npunoxeHuve He
YCTaHOBNEHO Ha KOMMblOTepe, rae paboTaer cepsep nonuTuk Policy
Server, panbHeliwas obpaboTka MOYTbl ANSi KOHTEHTHOrO unbTpa
CTaHOBWTCS HEBO3MOXHOW.

YcTaHOBKa nporpaMmbl ANsl HECKOJIbKUX CepBepoB
MNOJINTUK

1. [ns kaxgoro KOMMbloTepa, rae paboTaer cepBep MNOAMTUK

Policy Server, BbimonHWTe ycTaHoBKy Dr.Web pns

MIMEsweeper COrnacHo MHCTPYKLMM ANS cpeabl, B KOTOPOW
paboTaeT eauHbIN cepeep MOSUTUK.

2. MMosTopute war 1 ans BCex KOMMbIOTEpoB, rae paboTatoT
cepsepa nonutuk Policy Server.

Mporpamma Dr.Web pns MIMEsweeper yCTaHOB/IEHa M rotoBa K
HacTpolike.

19
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YaaneHve nporpamMmmbl

Ons ynaneHus HEOBX0AMMO UMETb
npaBa agMUHUCTpaTopa.

YaaneHue nporpaMmbl

1.

7.

OTkpoiiTe pegakTop nonutuk MIMEsweeper for SMTP u B
cnucke cueHapues ( ) BbIBEpUTE CLIEHAPWI, CO3AaHHbIV
Ans NporpamMbl

B KOHTEKCTHOM MeHIO CLieHapusi Bbibepute Delete

OTKpOeTCs OKHO MoATBepXAeHWS yaaneHus. Haxmute KHOMKY
Aa.

Ha naHenu unHcTpymeHTOB peaaktopa nonutuk MIMEsweeper

for SMTP HaxkmuTe kHOMKy Save MIMEsweeper Policy ﬂ
3akpoiTe pegakTop nonutuk MIMEsweeper for SMTP.

Ons ypaneHus BOCMO/b3YNTECh
OHWMM U3 cnegylowmx cnocoboB Bbi30Ba MacTepa yAaneHus
nporpammbil:

e Ha [MaHenu ynpaBneHUsi OTKPOWTE  KOMMOHEHT
YcraHOBKa M yAaseHue nporpaMMm, B  OKHe
YcraHOBKa W yaaneHue nporpaMM  Bbibepute
nporpammy Dr.Web for MIMEsweeper u Haxmute
KHOMKY YAanuTb;

¢ B meHio Myck BbibepuTe NyHKT BCe nporpaMmsbl, a 3aTeM
BblbepuTe nyHKT Yaanutb Dr.Web for MIMEsweeper B

meHto rpynnbl Dr.Web for MIMEsweeper.

OTKpOETCA OKHO MOATBEPXAEHMS yAaneHus. HaxmuTe KHOMKy
[a. MacTep ypanser KOMMOHEHTbl NporpamMMbl U 3aflaHue Ha
06HOBMIEHNE aHTUBUPYCHbIX 6a3.

20
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JIMLEH3MOHHbIN alin 1 XXypHan perucTpaummu cobbITUi NporpaMMbl
{ &}, He ynansorcs no yMONuaHuio. Bbl MOXeTe yaanuTb OCTaBLUMECS
balinbl BpyYHyto 13 Criefytowwmx narnok:

o JIMUEH3MOHHBIN K/toYeBOW alin  XpaHWTCs B KaTtasore
yCTaHOBKM nporpammbl  (06bI4HO, %ProgramFiles%\DrWeb
for MIMEsweeper) waM B yKa3aHHOM MOMb30BaTeNEM
KaTanore.

o ®alinbl XXypHaNoB perncrpaumu  cobbITUiA  NpPOrpamMMsl
XPaHSATCS B KaTanore XpaHeHust >XypHanoB (06bl4HO, %
AllUserProfile%\Local Settings\Application Data\Doctor
Web\Logs).

HacTpoiika noak/oueHus yepes npoKcu

Ecnn komnbloTep, Ha KOTOpPOM ycTaHoBfeHa nporpamma Dr.Web nns
MIMEsweeper, NOAKIOYEH K CeTU MHTEpHET yepe3 npoKcu-cepsep,
HeobxoaMMO  JOMOSIHUTENbHO  HAaCTpOUTb  MOAyNb  OBHOBNEHWS
nporpaMmbl Ans NMOAK/TIOYEHNS K NPOKCU-CEPBEPY.

HacTpoiika noaknoueHns K NPoOKCU-cepBepy

1. Ytobbl HacTpoMTb NapaMeTpbl COEAMHEHUS C  MPOKCU-
cepBepoM, 3anycruTe Ha UCNOMHeHne aiin
UpdaterProxySetup.exe, XpaHaWwuiics B Marnke YCTaHOBKM
nporpamMmbl (06bl4uHO, %ProgramFiles%\DrWeb for
MIMEsweeper).

2. B oTKpbIBIIEMCS OKHe YycTaHoBuTe ¢naxok Mcnonb3oBatb
NMPOKCH.

3. B none MNMpokcu BBeanTe agpec Npokcu-cepsepa B dopmate
<adpec>i<riopm>, rae <adpec> — IP-agpec unn uMsa NpoKcu-
cepeepa, <rmopm> — MOPT, Ha KOTOPOM paboTaeT npoKcu-
cepsep.
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4. Mpu HeobxoaumocTu, B nose UMs nonb3oBaTens BeeanTe UMs
nonb3oBatens, a B none Maponb — Napofib YKa3aHHOro
nosb30BaTeNs, M 3aTeM MOBTOPHO BBeAWTE Naposib B nosne
MoaTesepxaeHue napons. Ecnm npokcu-cepeep paspellaeTt
QHOHUMHbI I0CTYM, OCTaBbTE MO MyCThIMMU.

Moaynb 06HOBNEHUSI NPOrpaMMbl
UCMOJb3YET YKa3aHHYK YUETHYIO 3anucb ANS MOAKIOYEHUS K
NpOoKCK-CEpBEpY.

5. Haxmute kHonky OK.
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FnaBa 4. UHTerpauus c
KOHTEHTHbIM (PUIbTPOM

yCTaHaBNMBaeTca Ha Te Xxe
KOMMbIOTEPbl, € YCTaHOBMEH KOHTeHTHbIM dunbTp  ClearSwift
MIMEsweeper for SMTP, u paboTaeT Kak cLeHapuit hunbTpaumm Tuna 1
(knaccudmkaums ClearSwift). 310 Hanmbonee coBpeMeHHble cLeHapum
NpoBEPKM COOBLLEHWIA, co3gaHue KOTOPbIX MaKCUMasibHO
aBTOMATM3MPOBAHO KOHTEHTHbIM (DUNBTPOM.

Hactpoiika KOHTeHTHoro ¢wunbTpa Aana paborbl
nporpaMmom
1. Ytobbl  HacTpouTb  KOHTeHTHbIW  punbTp  ClearSwift

MIMEsweeper for SMTP ans paboTbl ¢ nporpammoii
, OTKpoWTe peaakTop nonutuk ClearSwift

MIMEsweeper for SMTP.

2. CLEHapuil MPOBEPKM TMOYTOBbIX COOBLUEHUN C
MOMOLLbIO

3. CO3JaHHbIN CLeHapuit.

4. Tpwu XenaHum, Bbl TaKxke MoXeTe

JONONHUTENBbHYIO MHMOPMALMIO O CLEHApUSX KOHTEHTHbIX (hUIbTPOB
ClearSwift MOXXHO HalTK Ha OMULIMANBEHOM CaiiTe KOMNaHUK Mo aZipecy

Co3anaHue cueHapus NpoBepKU

KoHTeHTHbI unbTp ClearSwift MIMEsweeper for SMTP wucnonb3yet
cueHapun Trna Content Scanner ans NpoBepkU COAEPXXMMOro MUCEM C
MOMOLLbIO aHTUBUPYCOB.
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Co3aaHuMe cueHapus NpoBepkyu coo6LLeHuni

1. Ortkpoiite peaakTop nonutuk MIMEsweeper for SMTP.,

2. B nepapxvyeckoM fepeBe B JIEBOM YacTU OKHa pacKpoliTe ysen
MIMEsweeper for SMTP, a 3atem y3en Policies.

3. B KOHTEKCTHOM MeHI0 Yy3na Scenarios BbibepuTe NyHKT
Co3partb, a 3ateM nyHKT Content Scanner.

OTKpOETCS OKHO MacTepa COo3AaHus CLIEHAPUEB.

4. Ha ware Welcome to the Content Scanner Wizard
npoeepbTe, yTto Gnaxok I want to create new items
without using wizard cHAT 1 HaxxmMuTe KHOMKy [anee.

5. Ha ware Initial Scenario State, nposepbTe, uTO
YCTaHOBMEHbI cnepyowme hraxku:

e Enabled - ykasbiBaeT Ha TO, 4TO cUEHapuU [OMKEH
BbIMOJHATLCS 4151 BCEX MOYYEHHBIX COOBLIEHNI;

e Overridable - ykasbiBaeT Ha TO, 4TO CLeHapuii
AOMYCKaeT U3MEeHeHWe HacTpoeK Ansi NMoaKaTanorosB y3na
Scenarios (Hanpumep, nepeonpeaeneHMe MNapaMeTpoB
CUeHapvsi ANd  BXOASAWMX WM UCXOASWMX  MNUCEM
OTAENbHO).

Haxxmute kHonky danee.

6. Ha ware Scanner B cnucke aHTuBMpYcoB BblbepuTe Dr.Web
for MIMEsweeper 1 HaxmuTe KHornky [lanee.

7. Ha ware Cleaning ycCTaHOBMTE WM CHUMUTE Creayrolme
naxkm:

e YTOObl BbINIEUUTH C MOMOLLBI NPOrpPaMMbl
3apa)xeHHble COO0DOLLEHUNS, YCTaHOBUTE
¢naxok Clean the detected item;

e yTObbl [06@BUTL B TEKCT  BbUIEYEHHOO  MMCbMa
coobLieHne o neveHuu, ycrtaHosuTe dnaxxok Annotate
the associated message.

Haxxmute kHonky danee.
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8. Ha ware Stripping ycTaHoBWTE WM CHUMUTE cnegyiolimne
naxku:

e YTObbI YAQNUTb 06Hapy>XeHHbIE BPEAOHOCHbIE
MporpaMMbl, €CNN JIeYEHWE HE BO3MOXHO, YCTaHOBUTE
naxok Strip the detected item;

e yTobbl [062BUTL B TEKCT 06e3BPeXEeHHOro MMCbMa
cooblueHMe O HeWTpanu3oBaHHON Yrpo3e, YCTaHOBWUTE
¢dnaxok Annotate the associated message.

Ecnu onumu neyeHust U yaaneHusi BbIGpaHbl OAHOBPEMEHHO,
! . TO MporpaMMa CHavana npeanpuHAMaeT MOMbITKY BbINEUUTbL
*  0ObEeKT 1 TONbKO B CllyYae Heyhauu — yaanser ero.

HaxmuTe kHonky [lanee.

9. Ha ware Classifications, Bbibepute, kak knaccudunumposaTb
nuceMa € ObHapyxeHHbIMM  ObbekTamn. PekomeHayeTcs
OTHOCUTb MUCbMa C HEWTPaNIM30BaHHbIM BUPYCOM K KaTeropum
Cleaned, a n1ucbMa C BUPYCOM, KOTOpbIV HE YAANOCh BbIIEYNUTD,
K Kateropuu Virus. [ns 3TOro BbINOAHUTE Creayolme
AeicTBus:

e ana onuum On detected items cleaned BLiGepute
3Ha4yeHue Cleaned;

e ana onumn On detected items stripped BLiGepute
3Ha4yeHue Cleaned;

e ans onumn On threat cannot be removed BLiGepute
3Ha4eHue Virus.

Haxxmute kHonky Aanee.
10. Ha ware Scenario Name BBeauTte crnegytoluyto MHdopMaumio:

¢ Name — M4 cueHapus;
¢ Notes — kpaTKoe onucaHue cueHapus.

HaxxmuTe kHonky [lanee.

11.Ha ware Completing the Content Scanner Wizard
npoynTaliTe OnMcaH1e CLieHapus M HaXkMuTe KHOMKy FoToBo.
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'Hii MIMEsweeper for SMTP Policy Editor - [Console Root',MIMEsweeper for SMTP

‘T File

ackion  View

Favarites

windomy  Help

o B 4B XER D @

(L7 Console Root
E-E§ MIMEsweeper For SMTP F

EQ MIMEsweeper for S

-1y Address Lists
=-Zf Policies

|21 Classificatior:
-3 Scenatios
-E3| Message Areas

g‘ Alerters
- References
[ SMTP Relay

-] Servers

Mame | Type

DIncoming Folder

DOutgoing Folder

DrWeb Content Scanner (Inclusive)
Executables Daka Type Manager {Incly. ..
Images Daka Type Manager {Incly. ..
Micrnsoft Class 1 file ex,.. File Detectar (Incusive)
MPEG and MP3 Data Type Manager (Incld. ..
ProFanity {English) Text Analvzer (Incusive)

 For MIMEsweeper  Content Scanner {Inclu

PucyHok 1. Cnncok cueHapueB KOHTEHTHOro ¢hunbTpa.

CueHapuii NpoBepKM MOYTOBbLIX COOBLLEHMI Npu nomolum Dr.Web pns

MIMEsweeper

nosBNAETCA B CNUCKE CLUEHapUeEB KOHTEHTHOIO

dunbtpa ClearSwift MIMEsweeper for SMTP (puc. 1).

HacTpoiika cueHapus NnpoBepKu

MNMocne co3paHus cueHapusi HeobxoauMO yKasaTb TWMbl  AaHHbIX,
noanexalumx nposepke nporpammoit Dr.Web gns MIMEsweeper.

HacTtpoiika cueHapms npoBepku cooblieHuni

1. YT06bI HACTPOUTL CLIEHAPWIA NMPOBEPKM COODBLLEHWI, OTKpOWTE
pepaktop nonutuk MIMEsweeper for SMTP u B cnucke
cueHapveB (puc. 1) BbibepUTe CO3AaHHBLIM CLEHapui Ans
nporpammbl Dr.Web gna MIMEsweeper.

2. B KOHTEKCTHOM MeHI0 cLeHapus BbibepuTe NyHKT CBOMCTBA.
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3. Ha Bknagke Data Types ( ) BbinonHute niobble U3
cneayoLmx AeiCTBuIA:

e 11 MPOBEPKM MMCEM Ha BWUPYCbl W CraM, BblbepuTe
onuuio Include all data types;

e NS MpPOBEPKM MMCEM TONMbKO Ha BUPYChbl, Bblbepute
onunto Exclude selected data types, B cnucke Tvnos
[aHHbIX packpoiTe y3en Containers u ycTaHoBuUTe
dnaxok SMTP message;

e [/ NPOBEPKM MUCEM TONBKO Ha cnam, BblbepuTte onuuio
Include selected data types, B cnvcke TMNOB AaHHbIX
packpoiite y3en Containers u ycTaHoBUTE bnaXok
SMTP message.

[na  paspenbHoi  knaccudukaummM  MHGOULMPOBaHHBLIX U
CNaM-COoO6LUEHNI Bbl MOXETE WCMONb30BaTh OTAENbHbIE

£ ® 4 cueHapuu Ans NpoBepky mMuceM nMbo TONMbKO Ha BUMPYCHI,
B0 TOMbKO Ha cnam.

4. Ecnm Ha ware Cleaning co3gaHusi cueHapust Bbl Bblbpanu
onumto Annotate the associated message, Ha Bknagke
Cleaned Annotation 33galite  napameTpbl  CTpOKM
onoBeLleHus, 106aBNSEMON K BblIEYEHHBIM MUCbMaM.

5. Ecnm Ha ware Stripping cospgaHusi cueHapusi Bbl Bblbpanu
onumio Annotate the associated message, Ha Bkagke
Stripped Annotation 3agaliTe  napaMeTpbl  CTPOKM
oroBelleHnsl, A06aBnsieMor K MMCbMaM, M3 KOTOPbIX 6blin
yaaneHsl MHGUUMpPOBaHHbIE 0O6BLEKTDI.

6. HaxmuTe kHonky OK.

7. B cnucke cueHapveB MpoBepku BblbepuUTE CLeHapuit ans
Nporpammbi U BOCMONb3yNTECH

CTpenoykamu IEI Ha NaHenM UHCTPYMEHTOB, YTOBbI MOMECTUTb
CLUeHapuit Ha nepBoe MecTo B crniucke. KOHTEHTHbIN UNbTP
BbIMOJIHAET CLEHapuu B TOM, MOPSAKE B KOTOPOM CLIEHApUK
ynopsgouyeHsl B cnucke. [ns obecrneveHnss 6e3onacHoCTU U
KOPPEKTHOM paboTbl CLEHApUA  aHTUBMPYCHOW NpPOBEPKU
[OJKEH BbINOSHATLCA MEPBbIM.

8. Ha naHenn MHCTpyMeHTOB pefakTtopa nonutuk MIMEsweeper

for SMTP HaxmuTe kHOMKy Save MIMEsweeper Policy ﬂ
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Mporpamma Dr.Web pns MIMEsweeper nogkntoyeHa K cucteme
KOHTEHTHoM cunbTpaumm ClearSwift MIMEsweeper for SMTP 1 rotosa kK
MpoBepKe MOYTOBbIX COOOLEHMII B COOTBETCTBUM C CO3AAHHBIM
CLieHapueM.

Ba Dr.Web for MIMEsweeper Properties | x|

Cleaned Annotation | Stripped Annotation | Classifications I Mokes I
General Data Types | fpplication Details

Choose one of the Following options to contral which data types will be
processed by this Scenario,

" Include selected data types
" Exclude selected data types

[ Binaty
Containet
DoCUmEnt
[ Empy
Executable
Image
Multimedia
PKCS

K I Cancel Apply Help

PucyHok 2. Bknaaka Data Types.
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OTKNIOuEeHUe NpPoBepKM Ha cnaMm

Mpu >xenaHun Bbl MOXETE OTK/TIIOUUTL NMPOBEPKY MOYTOBbLIX coobLeHuiA
Ha Ccnam.

OTK/IlOUEeHHME NMPOBEPKU Ha cnaM

1.

YTobBbl OTK/IIOYMTL MPOBEPKY MOYTOBbLIX COOBLLIEHWI Ha cnaM,
OTKpoiiTe peaakTop noautuk MIMEsweeper for SMTP u B
cnucke cueHapues  ( ) BblbepuTe cueHame CO3[aHHbIN
Anga nporpammbl

B KOHTEKCTHOM MeHI0 cLeHapusl BbibepuTe NyHKT CBOMCTBA.

Ha Bknagke Data Types ( ) Bbibepute onumio Exclude
selected data types, B cnucke TMMNOB AaHHbIX packpoinTe
y3en Containers v cHumute dnaxok SMTP message.

Haxxmute kHonky OK.
Ha naHenu unHcTpymeHTOB peaaktopa nonutuk MIMEsweeper

for SMTP HaxmuTe kHOMKy Save MIMEsweeper Policy J
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FnaBa 5. NMpoBepku

MNocne ycraHoBkn Dr.Web nns MIMEsweeper npoBepsieT Ha BUDYChI
M Ccrnam BCe MO4YTOBble COObLIEHNS, nepeaaHHble  KOHTEHTHbIM
¢unbtpom  ClearSwift MIMEsweeper for SMTP.  CooblueHus,
nepeAaHHbIe M COXpPaHeHHbIE Ha cepBepe A0 YCTaHOBKW Nporpammbl, He
npoBepsIoTCS.

AHTMBMpPYCHaAs npoBepKa coobLieHnm

MpunoxeHne NPOBEPSIET TONLKO HOBblE COOBLLEHNMS, MPUXOAsLIME
r ! . Ha cepBep. CoobLueHNs, nepeaaHHble U CoXpaHeHHbIE Ha cepBepe
[0 YCTaHOBKM MPOrpamMMbl, HE MPOBEPSIIOTCS.

Dr.Web pns MIMEsweeper o6HapyxuBaeTr u 06e3BpexuBaeT
cneayowme BpeiOHOCHbIE 0ObEKTbI:

o WHdekunmn B Tene nucbMa B hopmate Rich-Text nnn HTML;

o NHPULMPOBAHHbIE BIOXEHUS, B TOM YuCne:

o NHPULMPOBaHHbIE apXMBbl;

o NHPULMPOBaHHbIE MOYTOBbLIE COOBLLEHMS;

o haliNbl-60M6bI UNK apXMBLI-6OMObI;

e peK/laMHble NporpamMmsl;

e MpoOrpamMmbl B3/10Ma;

e MpOrpaMMbl 4O3BOHA;

e MPOrpaMMbl-LUYTKK;

e MOTEeHUManbHO onacHbIe NporpamMmMel.

MpunoxeHne MCNONb3yeT pasHble MEeTO/bl 0OHAPYKEHNS BUPYCOB W
obpabaTtbiBaeT  3apaXKeHHble  COOOWEHMss B COOTBETCTBUM  C
HacTpolikaMu cLieHapust NpoBepku (Tabn. 4).
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Ta6nuua 4. HacTpoiiku NpoBepKkn Ha BUPYChbl.

Clean the Mpu BbiGOpe AaHHOM onumu Ha ware Cleaning cosaaHus
detected CLieHapus MpOBEPKM MporpaMma npeanpuHUMaeT MomMbITKY
item BbIIEYUTb MHMUUMPOBaHHbLIA 06bekT. TMpu 3TOM MUCbMY

NPUCBaMBAETCA Knaccudukaums, 3agaHHasi B napamMetpe On
detected items cleaned Ha ware Classifications co3gaHus
CLieHapus MPOBEPKMU.

Strip the Mpu BbIGOpe AaHHOM onuuy Ha lware Stripping co3aaHus
detected CLeHapusi MPOBEPKM MporpaMMa yaansieT UHGULMPOBaHHbIN
item 06beKT. Mpy 3TOM €Cn OAHOBPEMEHHO C AaHHOM BblibpaHa

onuus NeYeHusi, TO NPUIOKEHNUe yaanseT UHPULMPOBAHHbIN
06bEKT TONMbKO B C/lydyae HEBO3MOXHOCTW JfieyeHus. [Mpu
3TOM MUCbMY MpPUCBaMBAeTCs knaccudukaums, 3agaHHas B
napametpe On detected items stripped Ha ware
Classifications co3aaHus cLeHapusi IPOBEPKM.

Annotate Mpu BbIGOpE AaHHOM onuuu Ha ware Cleaning wunu Stripping
the CO3[aHNA CUEHapusi MPOBEpPKM B TelO MucbMa Mnocne
associated HenTpanusaumMm WHMGUUMPOBaHHOrO 0bbekTa aAobaBnsieTcs
message OMOBELLEHNE O BbINOJIHEHHBIX AENCTBUSX. TEKCT COOBLLEHMS

N €ro MecTtonoJsioXXeHne B NMCbMe 3aBUCUT OT BbINMOJIHEHHOIO
LENCTBUSA U HACTpOeK CLieHapu4.

On threat Mpu 3agaHum  AaHHoM onumm Ha ware Classifications
cannot be CO3AaHUS  CLEHapusi MpOBEPKM MOYTOBLIM  COOBLUEHUSAM,
removed HeWTpanu3aums KOTopbIX cpeacTBamu nporpammbl Dr.Web
ans MIMEsweeper HEBO3MOXHA, KOHTEHTHbIN (uUIbTP
npucesavBaeT YKa3aHHY0 Knaccudukaumio (no

pekoMeHzaumu, Virus).

Mpy 06bHapy>XeHUn MHMOUUMPOBAHHOIO 06beKTa NporpaMmMa MbiTaeTcs
BbI/IEYUTb €ro v, ecniv onuus nedeHus He BbibpaHa, cpasy yaanser.
Ecnu K NOYTOBOMY COOBLLUEHNIO MPUKPENIEHO HECKOJIbKO halnoB mim
apxuBOB, NporpaMmMa obe3BpexunBaeT TOSIbKO 3apaXkeHHbIE BIOXKEHMS.
Ecnu Bupyc obHapyxxeH B Tene nucbMa (Hanpumep, B BUAE CKpuMTa B
nucbMe HTML-chopMaTa), MMCbMO NepeMeLLaeTcsl B KapaHTUH. Yuctbie
nuMcbMa, alnbl M apxuBbl nepepatoTcss 6e3 usMeHeHwin. MucbMa,
KOTOpble NporpaMMa He MoXeT 06e3BpeanTb, MOMEeYaloTCs Kak BUPYChbI
M MO YMOMYaHVIO MNepeMeLlalTcs B KapaHTuH. B 3aBucumocTn oT
HacTpoeK cueHapus OMoBeleHne O pe3ynbTaTax MpoOBEPKN W
MPeAnpuHSATLIX MPOrpaMMoi  AENCTBUSIX MOXET [06aBnsTbC  He
TOMbKO B TEN0, HO U B 3ar0/I0BOK MUCEM.
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MeToabl 06Hapy)xeHus1 BUpyCOB

Bce

aHTVUBUPYChI OAHOBPEMEHHO  WUCMOMb3YIOT

HECKO/IbKO METOA0B 06HapyXeHWUst BPEAOHOCHbIX OBBLEKTOB, YTO
MO3BONSIET MaKCMMaNbHO TILATENIbHO MPOBEPUTH  MOAO3PUTENbHbIE
alinbl U KOHTPOMPOBATL NMOBEAEHWE MPOrpPaMM:

1.

B nepByto ouepeab NPUMEHSIETCS cueHamypHbll aHanu3. OH
BbIMOMHSAETCS MyTEM aHanu3a koja MoAo3puTenbHbIX (aliios
Ha npeaMeT COOTBETCTBUS CUIHATypaM W3BECTHbIX BUPYCOB
(curHaTypoit Ha3blBaeTCs! HenpepbiBHast KOHe4Hast
nocneaoBaTenbHOCTL 6aliT, HeobxoamMMas U AocTaTodHast Anst
OrMo3HaHus Bupyca). Mpu 3TOM CpaBHEeHWE NPOBOAWTCS MO
KOHTPOJ/IbHBIM CyMMaM CUIHaTyp, YTO MO3BOJISIET 3HAYUTENBHO
CHU3UTb pasMep 3anuceil B aHTUBMPYCHbIX 6a3ax AaHHbIX,
COXpaHMB MpU  3TOM  OfHO3HAYHOCTb COOTBETCTBUS U,
CNnenoBaTesibHo, KOPPEKTHOCTb  OBHapyXXeHUs U ieveHus
3apaxxeHHbIX  aiinos..

COCTaBfieHa TakuM 06pa3oM, 4To 6Hnarojaps OAHOM 3anucu
MOXXHO O6Hapy>XuBaTb Liefible Knacchl yrpos.

Mocne 3aBEpLUEHWs CUrHATYpHOrO aHanusa MpUMeHsieTcs
YHUKarnbHas  TEXHOMOrus , koTopas
MO3BONISIET OMNpeAenuUTb HOBble WU MOAUDULMPOBaHHbIE
BUPYCbl, WCMOMb3YIOLME W3BECTHbIE MEXaHW3Mbl 3apaXKeHus
dainoB. Tak, Hanpumep, 3Ta TEXHOMOMMS  3alMILAET
Nonb30BaTeNell aHTUBUPYCHBLIX peLLEHWi OT TaKux
BMPYCOB, KaK BMpYC-LUaHTaXxucT Trojan.Encoder.18 (Tak e
M3BECTHbLI MOA Ha3BaHWEM ). Kpome TOro, WMMeHHo
BBefEeHME MO3BOJSIET 3HAUNTENBHO CHU3UTH
KO/IMYECTBO  JIOXHbIX  cpabaTbiBaHWM  3BPUCTMYECKOrO
aHanusaTopa.

PaboTa 3BPMCTUYECKOrO aHanNM3aTopa OCHOBLIBAETCS Ha HEKMX
3HaHUAX (28pUCMUKax) O XapaKTEPHbIX NPU3HaKax BUPYCHOMO
1, HaobopoT, 6e3omnacHoro koga. Kaxablh NpusHak MMeeT
onpefeneHHbli Bec (YMCNO, MOKA3bIBalOLWEE CEPbE3HOCTb U
[OCTOBEPHOCTb  JaHHOro  npu3Haka). Ha  ocHoBaHWu
CyMMapHOro BeCa, XapaKTepU3yIoLEero KaXKabld KOHKPETHbIN
aiin, 3BPUCTMYECKMI aHaANM3aTOP BbLIYUCISIET BEPOSTHOCTb
3apaxkeHust calina HEeMsBECTHbIM BUPYcOM. Kak M ntobas
cUCTeMa MpPOBEPKM FUMOTE3 B YCNOBUSIX HEOMPEeAeneHHOCTH,
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3BPUCTMYECKUI aHaNIM3aToOp MOXET AOMyckaTb OLWMOKM Kak
nepsoro (Nponyck HEU3BECTHbLIX BUPYCOB), Tak M BTOPOro poaa
(noxHas Tpesora).

Bo BpemMs npoBepoK KOMMOHEHTbI aHTueupycos Dr.Web wucnonbsyloT
camylo  cBexylo wuHdbopMaumio 060  M3BECTHbIX  BPEAOHOCHbLIX
nporpamMax. CurHatypbl BMPYcOB, MHdbOpMaums 06 Mx npusHakax u
MoZensx noBeaeHns O6HOBSETCA Cpa3y Xe, Kak TOMbKO CheumanucTbl
AHTUBMpPYCHOM JlabopaTopun «[lokTop Be6> 06HApYXWBAIOT HOBbIE
yrpo3bl, MHOrAa — OO HECKOSIbKMX pa3 B 4ac. [laxe ecnv HoBeMwuii
BMPYC MNPOHWKAET Ha KOMMbIOTEP, MWHYS pe3nfeHTHble CpeacTBa
3aWmTbl, nocne obHoBEHWS BUPYCHLIX 6a3 OH 6yaeT obHapyXeH B
CMMCKe NPOLIECCOB U HEWTPanMU30BaH.

Oo6aBneHne nHopMaLumn B 3arosioBoK

B 3aBMCMMOCTM OT HaCcTpoeK CLeHapusi B 3arofloBOK M Teno
06e3BpPEeXEHHbIX MUCEM KOHTEHTHbIM (UILTPOM MOXET A06aBNSATLCS
onoBeLleHne 0 pesysibTaTax NPOBEPKM U NPeANPUHSATLIX MPUIOXKEHWEM
pencteuax. Dr.Web pna MIMEsweeper noMeliaeT MHdopMaumio o
BbIMOJIHEHHbIX Haj MMCbMOM ornepauusix B TokeH Detected (ans
He3apaXKeHHbIX COOBLUEHMI TOKEH OCTaeTcs MycTbiM). Bbl MoxeTe
HacTpoutb ClearSwift MIMEsweeper for SMTP po6aBnsTb TOKeH
Detected B 3aronoBok nucem.

PekomeHayeTca pobaBnsiTb  3aronoBOK K MWCbMaM,  KOTOpble
nporpaMma Dr.Web  pgna  MIMEsweeper He  MOXeT
HelTpanu3oBaTb (no YMOM4YaHuio M npuceanBaeTcs
knaccudmkaums  Virus). KOHTeHTHbIM ¢unbTp MIMEsweeper for
SMTP OTHOCWUT K A@HHOM Knaccudukauum He TOMbKO NucbMa C
BMpycamMn, HO W craM. lKcnonb3oBaHWe 3arofioBKOB MO3BOMUT
onpeaenuTb MNPUYMHY, MO KOTOPOW MUCbMO ObINO OTHECEHO K
[laHHOM Knaccudukaumn.

[Ao6aBneHne nHdopMaLMmM B 3arosioBOK NMceM

1. Yrtobbl Aob6aBUTHL 3aronoBOK K MUCbMaM, OTKPOUTE pefakTop
nonutuk MIMEsweeper for SMTP.
2. B vepapxuyeckoM aepeBe B JIEBOW YacTU OKHA pacKpouTe y3en

MIMEsweeper for SMTP, a 3aTeM packpoiite Yysen
Policies.
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Buibepute y3en Classifications, a 3ateM B npaBoi uactu
OKHa BblbepuTe KIaccudukaumio, Ans MUCEM KOTOPOW XOTUTE
3asaTb AobaBeHne 3aronoBka.

B KOHTEKCTHOM MeHI0 knaccvdukaumum BolbepuTe MyHKT New,
a 3atem nyHkT Add Header.

OTkpoeTcs MacTep fobaBneHust 3arofioBka. HaxmuTe KHOMKy
Next.

Ha ware Header Details BbinonHuTe cneaytowme AeNCTBUS:
e BBeAMTE Ha3BaHWe 3aronoska B nosie Header Name;
e BBEAMTE TEKCT 3arosfioBKa, KOTOPbIM Bbl XOTUTE A0OABUTb
K nucbmam;

e HaXXMWUTe Ha CTpenodky Ha kHonke Tokens u Bbibepute
nyHkT Detected.

onpeaensier 3HayeHuMe METKM
Detected B 3aBMCMMOCTY OT TWMNA O6HAPYXKEHHOM Yrpo3bi:

e NS CnaM-NMUCEM B TEKCTE METKU NPUCYTCTBYET MHAUKATOP
SPAM;

e AN MUCEM, HEMTpanu3auMsi KOTOPbIX HEBO3MOXHA, B
TEKCTE METKM MPUCYTCTBYET MHAMKATOP VIRUS.

Haxxmute kHonky Next.

Ha ware Action name no enaHuw W3MEHWUTE Ha3BaHMWE
feincteua B none Name u pobaBbTe nNpuMedvaHne B none
Note. Haxxmute kHornky Next.

Ha ware Completing the Add Header Wizard HaxmuTe
kHorky Finish.

B cnucke peiicTBuii BobibepuTe pobaBneHMe 3arofioBka K

MUCbMY W BOCMOMb3YMTECH CTPENoYKaMm IE' Ha naHenu
WHCTPYMEHTOB, 4TO6bLI MOMeCTUTb Ao6aBfieHue 3arofioBka Ha
nepBoe MecTo B ChUCKE. KOHTEHTHbIN (UILTP BLINOMHAET
[eWCTBMS B TOM NOpsAKEe, B KOTOPOM OHW TMpUBEAEHbI B
cnucke. ns KOppekTHOM 06paboTku MUCbMa NepeMelleHune
€ro B KapaHTWUH JOJDKHO BbINOMHATLCA Nocne A06aBneHus
3arosioBKa.

Ha naHenn nHCTpyMeHTOB peaaktopa nonutuk MIMEsweeper

for SMTP HaxxmuTe KHonky Save MIMEsweeper Policy ﬂ
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MpoBepka coobuwieHnit Ha cnam

C nomowbto cnam-¢punbtpa Vade Retro Dr.Web pns MIMEsweeper
npoBepsieT Ha CnaMm BCe MO4YTOBble COOOLWEHMs, nepeaaHHble
KOHTEHTHbIM unbTpom ClearSwift MIMEsweeper for SMTP. ®unbTp
Vade Retro noctaBnseTcd  HacTpoeHHbIM U He  Tpebyer
[OMNOMHUTENBHOrO  0byuyeHus.  PdunbTpauus  BbIMNOMHSAETCS B
COOTBETCTBUM HACTPOViKaMu cLeHapusi NpoBepku cooblueHunit (Tabs. 5).

Ta6nuua 5. HacTpoiiku NpoBepKMU Ha cnam.

Include all data
types

Exclude selected
data types,

Containers | SMTP
message

On threat cannot be
removed

Mpn BblIbOpe AaHHOW onuuu Ha Bkraake Data Types
CBOWCTB cLeHapusi (pUc. 2) nporpamMma npoBepsieT Bce
MOJyYeHHbIE NMOYTOBbIE COODLLEHNS Ha cnam.

Mpu yctaHoBke dnaxka SMTP message B moarpynne
Containers Ha Bknaake Data Types CBOWCTB cLieHapusi
(puc. 2) nporpaMMa He MPOBEPSIET  MOJSTyYEHHbI
coobLLUeHns Ha cnaMm.

Mpu 3agaHuv gaHHoi onumm Ha ware Classifications
CO3AaHMSI CLEeHapusi NMPOBEPKU KOHTEHTHbIA (UNbTP
npucBavMBaeT  YKa3aHHyl  knaccudukaumioo  (no
pekoMeHzauum, Virus) cnam-nucbMam.

KoHTeHTHbI unbTp ClearSwift MIMEsweeper for SMTP npuceavBaet
HeXenaTeslbHOM KOPPEeCMOoHAEHUMN Ty Xe Kaccudbukaumio, 4YTo
MOYTOBbIM COODLLUEHUSIM, CofiepXalumMM Heusneummslii Bupyc (Virus no
ymonuaHuio). MucbMa € TakoW KnaccudukaumMen aBToMaTUuecKu
nepemeLLarTCs B KapaHTUWH. Bbl MoXeTe 3apatb
nobaBneHve 3arofioBka K NMCbMam, OTHECEHHbIM K L@HHOIA
knaccudukaumM, M HacTpouTb  UALTPaLUMIO  COOBLIEHMI B
COOTBETCTBUM C NPUYMHOM MOMELLEHUS MUCbMa B KapaHTVH.

MNpu >xenaHun Bbl TaK Xe MOXETE MOMHOCTbIO OTK/II0YNTL NPOBEPKY Ha
cnam.
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Fnasa 6. O6bHOBNEHMeE
AHTUBUPYCHbIX 6a3

Moaynb obHoBneHusi (DrWebUpW.exe) 3anyckaeTcs cpasy nocne
I YCTQHOBKM  MPUIOXEHWUS W 3arpyxaeT nocnegHue  Bepcuu
L ® % aHTvBMpycHoro sigpa (drweb32.dll), cnam-punbtpa (vrepp.dll), a
TaKxKe aHTUBUPYCHbIX 6a3 (*.vdb) n aBTOMaTuyeckn nx obHOBNSET.

[ns obHapy>XeHWs1 BPEAOHOCHBIX O6BLEKTOB MPUIOXEHWE WCMOSb3YET
CneumanbHble  aHTMBMPYCHble 6a3bl, B KOTOPbIX  COAEPXUTCS
nHbopMaums 060 BCeEX M3BECTHBLIX BPEAOHOCHLIX NporpamMMax. Tak Kak
KaXabli AeHb MOSIBNSIOTCS HOBblE BPEAOHOCHBIE MPOrpaMMbl, TO 3TU
6a3bl TpebyoT nepnoanyeckoro 06HOBAEHMS. 151 3TOro B NpUIoXKeHNN
peanu3oBaHa CUCTeEMa OGHOBMEHWS aHTMBMPYCHbIX 6a3  uyepes
WHTEpHET. B TeueHne cpoka AEWCTBUSI NIMLEH3MM MOAY/b OBHOBIIEHMSI
pErynsipHo 3arpyxaeT M YCTaHaBnMBaeT WHMOPMaLUMIO O HOBbIX
BUpYCax WM BPEAOHOCHBbIX MporpamMMax, a TakK >Xe OBHOBNEeHUst caMoii
nporpaMmMsl.

Mo ymonuaHmio npu ycraHoBke Dr.Web pana MIMEsweeper
co34aeTcs 3agaHve no OBHOBNEHWUK aHTUBMPYCHbIX 6a3, B KOTOPOM
3aflaH OMTMMasnbHbLI MHTEepBan 3arnpoca O6HOB/MEHWM C cepBepa
BceMMpHOM cuCTeMbl OGHOBNEHMIA KoMMaHuu <«[loktop Be6>». MNpu
XXEeNnaHun Bbl MOXETe OTpefaKTUpOoBaTb [aHHOE pacrucaHue rpu
MOMOLLIM MNIAHMPOBLUMKA 3adaHuii Windows. Bbl Takke MoXeTe
HacTpouTb paboTy Moayns O6HOBNEHWs, WCMOMb3ys MapameTpsbl
KOMaHAHOM cTpoku (cM. [1punoerne A).

[na KoMNbIOTEPOB, HE UMEIOLLMX AOCTYNa K CeTU MHTEPHET, Bbl MOXETe
HacTpouTb LieHTpann3oBaHHOE 06HOBIIEHME.

lMpn nogknoyeHun K cetn VIHTepHET 4epe3 npoKCU-cepsep,
! . HeobXxoAMMO HacTpoUTb MOAyNb OGHOBMEHWS MPOrpaMMbl  ANs
NOAK/OYEHNS K MPOKCU-CEPBEPY.

36



A7 P
)

S
W,

@‘r FnaBa 6. O6HOBNEHNE aHTUBUPYCHBIX 6a3

PenakTupoBaHue pacnucaHusi 06HOBNEHUIH

1. OtkpoiiTe MNAHMPOBLUMK 3a4aHUIA.
2. B koHTekcTHOM MeHi0 3apaHus DrWeb for MIMEsweeper

Update EF'? BblbepuTe NyHKT CBOMCTBA.

3. B awmanoroBom okHe DrWeb for MIMEsweeper Update
BbibepuTe BKIagky PacnucaHme W M3MeHUTE Mepuoj
obHoBneHus. Mo ymonyaHuio, 06HOBNEHNE AHTUBUPYCHLIX 6a3
NporpaMmbl BbIMOSHAETCS €XXeAHEBHO Kaxkable 30 MUHYT.

4. Haxmute kHonky OK.

O6HoBneHne 6e3 noakNoueHUs k cetn MHTepHeT

1. CospaliTe LEHTpanbHbIA KaTanor Ans XpaHeHUs 06HOBEHWM
QHTUBMPYCHbIX 633 M Moayneil nporpamMbi

[insi 06HOBNEHNS MOXKHO MCMO/b30BaTh TOMBKO Manku, nyTb
4 & . K KOTOpbIM COOTBETCTBYET COrfalleHnio 06 yHuBepcanbHOM
HasHaueHun nmeH (UNC-nyTtn):
e Manku Ha /I0KanbHOM AMCKE KOMMbIOTEPa;

e ceTeBble nanku obLiero AocTyna.

2. Mo Mepe nosBreHWss OGHOBMEHUN aHTUBUPYCHbIX 6a3 U
Moaynei nporpaMMmbl Ha
oduuManbHOM caiTe KOMMaHWM Mo aapecy

nomewante cainbl  OBHOBNEHWUA B
LieHTpanbHbliA  KaTanor. Bbl MoxeTe nNpOCMOTPETb CMMUCOK
[OCTYMHbIX K OBHOBNEHMIO KOMMOHEHTOB B (baiine drweb32.lst,
pacrnonoXeHHOM B KaTasiore yCTaHOBKU NpunoxxeHns (06bi4HO,
%ProgramFiles%\DrWeb for MIMEsweeper).

3. Ha nokanbHOM KOMMbIOTEPE, A€ Bbl XOTUTE HACTPOWUTb
O6HOB/IEHME  Yyepe3  LEeHTpanbHbli  KaTanor, OTKpouTe
MnaHupoBLUMK 3aAaHUNA.

4. B KOHTEKCTHOM MeHo 3agaHns DrWeb for MIMEsweeper

Update 3?"? BblbepuTe NyHKT CBOMCTBA.
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5. B awmanoroBom okHe DrWeb for MIMEsweeper Update
BblbepuTe BkIaaky 3agaHue n 0obaBbTe CleaytoWwmin Koy K
KOMaHZe B nosie BbinonHUTb:

JURL:<cepsep o6HosneHusi>, roe <cepeep 06HOBMNEHUS> —
nyTb K KaTanory, B KOTOPOM XpaHATCs chainbl 06HOBNEHMS.

6. Haxmute kHonky OK.

Moaynb O6HOBSIEHMS MPOrpaMMbl HACTPOEH HAa LEHTPanM30BaHHOE
06HoBneHne 6e3 NoaKIYeHUs K ceTh UHTepHeT.

38



T4
)]
“ﬂ

M
$

Fnaea 7. Perucrpauus cobbitui

FnaBa 7. Perncrpauus cobbitumn

PETUCTPUPYET OWMBKU U NpoUCXoasiume
CO6bITUS B CIEAYIOLLMX XXYpHaNax permcTpaumu:

e )KypHane peructpauum cobbITuiA onepaLmoHHoOi cucteMbl (Event
Log);

e TEKCTOBOM >XXypHaNe perucTpauuy cobbiTUiA, pacrofioXXeHHOM B
KaTanore XpaHeHusa NoKaJibHbIX HACTPOEK MPUTOXKEHUS.

TEeKCTOBbI XypHan perncrpaumMn cobblTuil  Haxoautca B daine
DRWMSWLog.log B katanore  %AllUserProfile%\Local Settings\
Application Data\Doctor Web\Logs. WHdopmaums 06 06HOBNeHusxX
3aHOCMTCS B OTAENbHbIN XypHan drwebupw.log, pacnonoxeHHbili B
kaTtanore %AllUserProfile%)\Application Data\Doctor Web\Logs\.

YXypHan onepaLMOHHON CUCTEMDbI

B »ypHan perucrpaumm onepaumoHHol cucteMbl (Event Log) 3aHocuTcs
cneaytowas MHpopmaums:

e coobLueHns o 3anycke 1 oCTaHOBKE nporpaMmbl;

e MapameTpbl JIMLIEH3NOHHOO KJ1t04EBOr0 caitna:
AEWCTBUTENbHOCTb WU/ HEENCTBUTENBHOCTb JIMLIEH3WUW, CPOK ee
AEWCTBUSA, HanMuMe WM OTCYyTCTBME JIMLEH3WM Ha aHTUCMam
(HbopMaUmMs 3aHOCKUTCA MpUY 3anycke NporpaMMbl, B npouecce
ee paboTbl U NPU 3aMeHe NIMLIEH3MOHHOIO KtoveBoro daiina);

e MapameTpbl mozynem NporpamMmMbi: cKaHepa, aapa,
AQHTMBMPYCHbIX 6a3 M aHTMcCnaMa (MHGbOpMaUms 3aHOCUTCS MU
3arycke nporpamMMmbl 1 NMpu 06HOB/IEHNM MoZyNen);

e COOOLIEHNE O HEAENCTBUTENbHOCTM JINLEH3UM: OTCYTCTBUE
KntoyeBoro chaina, OTCyTCTBME B KIOYEBOM (haiine paspelueHus
Ha  WCMONb30BaHWE  MoAyfed  MporpaMmMbl,  JIMLEH3US
3a6/10KMpOBaHa, HapylleHue LENOCTHOCTM KitoyeBoro daiina
(HbopMaLMs 3aHOCUTCA NpY 3amycke NpPorpaMMbl 1 B npouecce
ee paboTbl);
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e YBEOOMJIEHUS O 3aBEPLUEHUMM CpoKa [AeMCTBUS  NIMLEH3UU
(wHdopMauma 3aHocuTcs 3a 30, 15, 7, 3, 2 u 1 pgHel po
OKOHYaHUs CPoKa).

MpocMOTp )KypHana perucTtpauMm onepauuoHHOM
CUCTEMbI

1. Ytobbl  MpPOCMOTPETb  >XypHan  perncrpaumm  cobbIiTuin
OrepauMoHHON cucTeMbl, OTkpoilTe MMaHenb ynpaBreHUs
orepaLMoHHON CUCTEMBI.

2. Bblbepute AAMMHMCTPMPOBAHME, a 3aTteM Bblbepute
MpocmoTp CobbITHiA.

3. B neBoi uactu okHa [Mpocmotrp Cob6biTMI BbibepuTe
MpunoxxeHue. OTtkpoeTtcs CMMCOK COBbITWIA,
3aperucTpuMpoBaHHbIX B XKypHane  Monb30BaTeNbCKUMU
NpUNoXeHUsMU. VICTOUHMKOM COOBLLEHNI NPOrpaMMbl

aBnserca npunoxeHuve Dr.Web for
MIMEsweeper.

TekcToBbIN XXypHan

B TeKkcToBbI XypHan peructpaumm nporpaMmbl  (DRWMSMLog)
3aHoCUTCS cneaytowas MHhopMaums:

e COOOLIEHNS O AENCTBUTENbHOCTU WM HEAENCTBUTENbHOCTU
JINUEH3NN,

e cooblleHns 06 OBHapy)XXeHUM BUPYCOB  [ANd  KaXaoro
3apaXXeHHOro NWUCbMa 1 ANs KaXKAoro BUpyca B OTAENbHOCTY;

e co0bLLeHNa 06 0bHapy>XeHUn cnama;

e CO06LIEHMSI 06 OlWMbBKax 3anuMcK UM YTeHus daiinos, ombkax
aHanu3a apxvBoB WM aloB, 3alUMLLEHHBIX NAPOsIEM;

e C00bLLeHNS 06 IKCTPEHHbIX OCTaHOBaX siApa NPorpaMMmbl;

e YBENOM/IEHUSI O 3aBEpLUEHUM CPOKa [AEWCTBUS  NULIEH3UM
(wHdbopMauma 3aHocuTcs 3a 30, 15, 7, 3, 2 u 1 gHel po
OKOHYaHUs CPoKa).

Mpy pocTmxkeHMn MakcumanbHoro pasmepa (10000 Kb no ymonuyaHuio)
balin >xypHana oumLiaeTcs], U XypHai HauMHAETCs 3aHOBO.
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naBa 8. Jlokanusaumsa nporpaMmmbl

MpunoxxeHue NOAAEPXKMBAET AHIMICKUI (MO YMOMYaHWMIO) U PYCCKMIA
A3bIKM UHTepdelica. HacTpoliku fokanusaummu NpUMEHSIIOTCS TOJMbKO
ans  ytunutel  UpdaterProxySetup 1M cooblueHnit B kypHane
perucTpaumm cobbiTuin onepaunoHHon cuctemsl (Event Log).

MN3MeHeHMe A3blKa NoJ1b30BaTeNbCKOro uHrepdeiica

[aHHylo  onepaumilo  peKOMEHAYeTCS  BbINOMHATL  TOJIbKO

i ! ,  @AMWHUCTPATOPy WM  OMbITHOMY  MOMb30BATENO  CUCTEMBI.
HeBepHble [EMCTBMS MpW M3MEHEHUM peecTpa MOryT Cepbes3HO
noBpeauTb  CUCTEMY. Cneuuanucrbl KOMMaHun Microsoft
PEKOMEHAYIOT Nepes U3MEHEHMEM peecTpa Co34aTb Pe3epBHYIO
KOMWIO BCEX BAXHbIX AAHHbIX, UMEIOLLMXCA HA KOMMbIOTEpE.

1. OTKpoiiTe pefakTop peecTpa ornepaLmoHHOW CUCTEMBI.

2. Haigute oy HKEY_LOCAL_MACHINE\SOFTWARE\DOCTOR
WEB\DRWEB FOR MIMESWEEPER\LOCALE.

3. B KoOHTekcTHOM MeHio napameTrpa LANGUAGE BbibepuTe
U3MeHUTDb.

4. B aovanoroBoM okHe BBeAWTE B Mnosie 3HAUY€HUe CTaHAapTHbIN
HOMep A3blKa STOKaIM3auUmnn:

e [/ UCMOJIb30BaHUS PycCKOro s3bika, eBeauTe 1049;

e /11 UCMONb30BaHUS aHINUICKOro si3bika, BBeauTe 1033.
5. HaxmuTte kHonky OK v BbIliauTe U3 pefakTopa peecTpa.
6. [Mepesanyctute nporpamMmy Dr. Web.
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NnaBsa 9. [ilvarHocrtuka

[ns nNpoBepKM KOPPEKTHOCTU YCTaHOBKU W HaCTpOVIKM
BOCI'IOJ'IbBYI‘/'iTECb npuBeAeHHbLIMN B AaHHOM pasjene
TEeCTaMu:
.
.

MpoBepka yCTaHOBKM
1. YT06bI NPOBEPUTL KOPPEKTHOCTbL YCTAHOBKM, YAOCTOBEPLTECH,
YTO CO3AaHbI CreaytoLme nanku:
e %ProgramFiles%\DrWeb for MIMEsweeper\
e %CommonProgramFiles%\Doctor Web\
o %AllUserProfile%\Application Data\Doctor Web\

2. OtkpovTe [MlaHenb YynpaBReHUs ONEPaLMOHHOM CUCTEMBI,
Bbibepute AAMMHUCTpPUMpOBaHMe, a 3ateM Cnyx6bl.
MpoBepbTe, UTO cneaytoLume cnyxobbl 3anyLeHbi:

e Dr.Web Scanning Engine (DrWebEngine)
e MIMEsweeper for SMTP Infrastructure
e MIMEsweeper for SMTP Security Service

3. XYpHan perucTpauum cobbiTU  OmnepaLMOHHON
cuctembl (Event Log) wm y6euMTer YTO B HEM HET OoWwunbOoK,
CBSI3aHHbIX C NpOrpaMMoi

4. Otkpoiite katanor %AllUserProfile%)\Local Settlngs\Appllcatlon
Data\Doctor Web\Logs v npoBepbTe, Y4TO TEKCTOBbIN XypHan
peructpaumm  cobbituit  DRWMSWLog.log He copepxut
oLwmnboK.

MpoBepka Moayns o6HOBNEHUS

1. YT06bI NpoBepuTb paboTocrnocobHOCTb Moaynst 06HOBMEHWS,
oTkpounTe [laHenb yrpaBneHUs OMEePaLMOHHON CUCTEMBI,
Bblibepute HasHaueHHble 3ajaHMA U NpPOBEpPbTE, 4TO

3agaHue DrWeb for MIMEsweeper Update 5" CO34aHo.
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2. lpoBepbTe KOPPEKTHOCTb OBHOBNEHWUs. [pUNOXeHWe U

aHTUBMPYCHble 6a3bl 06HOBNAKOTCA CPasy Xe Nocsie YCTaHOBKM.
Mpn KoppekTHOM o6HoBNeHWMM, nepeMeHHas ERRORLEVEL
OKpY>XEHMSI OMepaLMoHHON cuCTeMbl ycTaHaenueaetcs B 0.
[pyrue 3HayeHus1 CBMAETENLCTBYIOT 06 owmbke.

OTKpoiiTe >XypHan perucTpaumyM O6HOBNEHMIA MPOrpaMMbl
DRWebUpw.log, pacrnonoxeHHbliit B kaTanore %AllUserProfile
% \Application Data\Doctor Web\Logs\ n y6eantecb, 4To OH He
COAEPXUT OLLIMOOK.

MpoBepka NnoagK/IIOYEHUS NPOrpaMMmbl

YTobbI npoBepuUTbL noaKtoYeHne

K CUCTEME KOHTEHTHOM  unbTpaumm,
OTMNpaBbTe NUCbMO C TECTOBbLIM 3apaeHHbiM chaiinom EICAR-
Test-File BO BnoxeHWu Ha appec, KOTOPbI 06CnyxuMBaeTcs
3almLaemMbiM NOYTOBLIM cepBepoM. MHdbopMaumio 0 TeCToBOM
Bupyce EICAR MOXHO HaWTW Mo aapecy

MpoBepbTe noflydeHHoe nucbMo. TecToBbiii BUpyc EICAR
HeW3neymM, MoaToMy, Mpu YCIOBUM KOHTEHTHOro
bunbTpa B COOTBETCTBMM C HAcTOSWMM  PYKOBOACTBOM,
MHOVUMPOBaHHBIA haltl Io/mKeH 6biTb yaaneH w3 nucbMa.
Teno v 3arofioBOK NUCbMa MOTyT cofepXaTb OMoBeLLeHMe O
[IENCTBUSAX, BbIMOSIHEHHBIX MPOrPaMMON.

OTtnpaebTe No npoTokosly SMTP TecToBoe cnam-cooblueHne
Gtube Ha appec, KOTOpbI OBCNYXMBAETCA 3aLUMLLAEMBIM
NMOYTOBbIM  CEPBEPOM. WHdopmaumto O  TecToBOM
cnam-coobLeHnm Gtube MOXHO HaWiTM no  appecy

MpoBepbTe BXOAslME nMcbMa. [pU  YCNOBUM  HACTPOMKM
KOHTEHTHOro WNbTpa B COOTBETCTBMM C  HACTOSLUMM
PYKOBOACTBOM MUCbMO A0/KHO BbITh MOMELLEHO B KapaHTUH U
He [A0/MKHO [OCTaBNSATLCA aapecary.
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MpuvnoxxeHuns

MpunoxxeHunn

MpunoxxeHue A. MNapameTpbl KOMAHAHOMN
CTPOKM AN Moayns o6HoBEeHUA

Mogaynb 06HOBNEHUSI AONYCKAET paboTy B PeXUMEe KOMaHAHOW CTPOKM.

MapameTpbl

3afaHui

KOMaHAHOM cTtpoku B [naHupoBLiuKe

1. YT06bl HAaCTPOWUTb BbIMONHEHME 3a4aHMS MO O6HOBNEHWMO Dr.
Web pna MIMEsweeper, oTkpoiTe MNaHMpoBLIMK 3alaHWi.

2. B KoHTekCTHOM MeH 3apaHmsa DrWeb for MIMEsweeper

Update 8%‘ BblbepuTe CBOWCTBA.

3. K TekcTy KoMaHAbl B none BbinonHUTb f06aBbTe BbibpaHHbIe
rapaMeTpbl KOMaHAHOV CTPOKM.

OonycTuMbie NnapaMeTpbl

Bbl MoXKeTe WCMonb30BaTh Creaylowme napaMeTpbl 3amycka, 4Tobbl
HacTpouTb paboTy mMoayns:

/DBG

JURL:<url>
JUSER:
<ums>

/PASS:
<naporsb>

BknoyaeT  AeTanbHbIM  peXWM  BEAEHWUS  XKypHana
pernctpaumn  (%AllUserProfile%\Application  Data\Doctor
Web\Logs\ drwebupw.log).

YKa3blBaeT cepBep 06HOBMEHWI. [JonycKaloTcs TOMbKO MyTu
B hopmaTte UNC.

YKa3blBaeT UMSA MOMb30BaTENA A/ MOAKIOUEHUSI K CEPBEPY
06HOBNEHWI.

YKkasblBaeT Mapofib  ANd  MOAK/IOYEHUS K cepBepy
06HOBNEHWI.
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/UPM:
<pexum>

/PURL:
<adpec>

/PUSER:
<ums>

/PPASS:
<naposnb>

/UA

/ST

/LNG:
<ghatin>

/GO

BkntoyaeT pexuM  MCnonb3oBaHUS MPOKCM-CEpBepa  Mpw
NOAKIOYEHUN K ceTu VHTepHeT. MapaMeTp <pexum> MOXET
NPUHUMAaTL CEAyoLME 3HAYEHNS:

e direct — He 1UCMONb30BaThL MPOKCU-CEPBEP;

e ieproxy — MCMosb30BaTb CUCTEMHbIE  HACTPOMKM
MpoKCK-CepBepa;

e USErproxy — MUCrosb30BaTb HACTPOMKYM, 3aAaHHble
M0JIb30BATENIEM.

YKka3blBaeT afpec NpoKCcU-cepeepa.

YKa3blBaeT MMS MOMb30BATENS 1S MOAKTIOYEHNS K MPOKCH-
cepBepy.

YKa3bIBaeT Naposib Ass NOAKOYEHUS K MPOKCU-CEPBEPY.

BknoyaeT peXxuM MOMHOrO OGHOBMEHWUS, MpPU  KOTOPOM
3arpy><atoTcsi 06HOBMEHUSI Ans Bcex (aiinoB, yKasaHHbIX B
Ccrucke  OBHOB/IEHWSl,  HE3AaBUMCMMO  OT  WUCMOMb3yeMOoW
OrMepaLMOHHON CUCTEMbl U YCTAHOBMEHHbIX KOMIMOHEHTOB
npoaykta. PexvM npeaHasHayeH Ans MOny4YeHUs MOSIHOM
NOKasbHOM Konuu cepeepHoii obnactu o6HoBneHusi Dr.Web.

STOT pexuM Henb3s MCNonb3oBaTb AN 06HOBNEHWs
AHTMBUPYCA, YCTAHOB/IEHHOIO Ha KOMMbIOTEPE.

BkntoYaeT pexuM HEBUAMMOro OOHOBMIEHMS, MpWU KOTOPOM
MoAy/Sb OBHOB/IEHUS 3anyckaeTcs B HEBMAMMOM  OKHE
(stealth mode).

YkasblBaeT UMsi haina S3bIKOBbIX PeCypcoB. 10 yMonuaHuio
MCMNOMb3YETCS aHMIMINCKUI SI3bIK.

BK/OYAET MaKETHbIN pEXWM paboTbl, MpY KOTOPOM He
BbIBOASATCS AVANOroBble OKHA.
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/QU

/DIR:
<kamarog>

/URM:
<pexum>

/REG

/UPD

/UVB

BktoyaeT pexuM MNpUHYAUTENBHOrO  3aKpbiTUS  MoAynst
06HOBMEHUSI MO 3aBEPLUEHNM OBHOBMIEHUSI BHE 3aBUCUMOCTU
OoT pe3ynbtata. Koa pesynbTata 3anucbiBaeTcs B
nepeMeHHyto ERRORLEVEL  oKpyxeHusi —onepalvoHHOM
CUCTEMBI:

e HYJ/IEBOE 3HAYEHWE YKa3blBAET Ha yCrex,
e HEHy/eBOe 3HaYeHNE YKa3biBAET Ha Heyaaudy.
YKa3blBaeT Katanora Ajs YCTaHOBKW hailfioB OBHOBMEHMS.

Mo YyMONMYaHWIO UCMONb3YETCS KaTanor, W3 KOTOPOro
3anyLeH Mogyb 0BGHOBIEHMS.

Bk/lOYAET pexuM  MepesarpyskvM  KommbloTepa  mocsie
06HOBMEHUs. [lapaMeTp <pexum> MOXET MpUHWMATb
CcrefytoLmne 3HaueHus:

e prompt— nepesarpyska MO OKOHYAHMU OGHOBEHMS
Moc/ie paspeLLeHns Nob3oBaTens;

e noprompt—  npuHyauTenbHas  nepesarpy3ka Mo
OKOHYaHMW1 0BHOBNEHMSI NPU HEOBXOAUMOCTH;

o force — npuHyauTENbHas Mepesarpy3ka BCerfa BHe
3aBMCMMOCTU OT HEOBXOAMMOCTY;

o disable — 3anpeT nepe3arpy3ku.
BK/IOYAET pexuM perucTpauum npoayKta W MoyyeHus
PErMCTPaLMOHHOrO Kitoua.

BrtouaeT pexxvM 06bIYHOro 06HOBMEHMS. Mcnonb3yiiTe STOT
pexuM BMecTe ¢ pexuMoM /REG Anst 3arpy3ku 06HOBEHWIA
Cpasy e rnocse perncTpaumm npoaykTa.

BkntoyaeT pexum 0OHOBNEHMSI TOMbKO aHTUBUPYCHbIX 6a3 u
aapa drweb32.dll.

STOT napameTp OTMeHsieT felicTre kova /UA.
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/RP<gpalin> BknoyaeT 3an1cb OTYET O paboTe NMporpamMbl B YKa3aHHbIN
unm /[RP+ cain. Mo ymonuanuio ncrnonbayetcs dainn %AllUserProfile%
\Application Data\Doctor Web\Logs\ drwebupw.log.

<gpatin>
Wcnonb3yiite napameTp /RP+ [ng BKIHOYEHUS pexuma
nobaBneHus B CyLLeCcTBytoLWMi daiin.
Vcnonb3yiiTe napameTp /RP Ans  BKIIOYEHUS pexuMma
repesanucu cyLecTytoLero darna.

/INI: YKa3blBaeT aflbTEPHATUBHbIN KOHMUIYpaLMOHHbIN daiin.

<nyme>

/NI 3anpeLaeT MCronb30BaHWEe MapaMeTpoB, 3anuCaHHbIX B
KOHUrypaumoHHom daine drweb32.ini.

/NR 3anpelyaeT co3aaHne XypHana permctpaummn 06HOBNEHUN.

/SO BkstouaeT 3BykoBOe ornoBelleHne 06 owmbkax.
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a3blk 41

a3bIK UHTepdelica 41
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