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«[lokTOop Beb>»

«[okTop Beb» - poccuitickuii pa3paboTunk cpeacTs
MH(OPMaLIMOHHOW 6e30MacHoCTy.

«[lokTop Be6» npeanaraer 3ddekTUBHbIE aHTUBMPYCHbIE W
aHTMCNaM-peLLEeHNsl KaK Afs rOCyAapCTBEHHbIX OpraHu3aumin u
KPYMHbIX KOMMaHWM, Tak U A8 YacCTHbIX NOSIb30BaTeNEi.

AHTUBMPYCHble pelleHusi cemelictBa Dr.Web paspabaTbiBatoTcs
€ 1992 roga v HEM3MEHHO AEMOHCTPUPYIOT NPEeBOCXOAHbIE
pe3ynbTaTbl AETEKTUPOBaHUS BPEAOHOCHLIX MporpamM,
COOTBETCTBYIOT MWPOBLIM CTaHAapTaM 6e30MacHOCTM.

CepTudukaTbl M Harpaabl, a Takxe oblwmpHas reorpadus
ronb3oBaTeNei CBUAETENLCTBYIOT 06 UCKNIOUYNTENBHOM
LOBEPUM K NPOAYKTaM KOMMaHUu.

MbI 6a1arogapHbl N0JIb30BaTENAM 32 NOAAEPIKKY
peweHui cemeincrea Dr.Web!
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B 3aBMCMMOCTM OT KOHTEKCTQ,

YcnoBHble 0603HaYEHNs1 U COKpaLLeHUs

YcnoBHblie 0603HaYeHUa u
COKpaLleHus

Dr.Web MoOXeT O03HayaTb KakK

Ha3BaHWe KoMnaHuu — [lokTtop Beb, Tak U Ha3BaHWe MpoaykTa —
Dr.Web gna IBM Lotus Domino.

B pyKOBOACTBE UCMOMb3YOTCS CleaytoLine YCIoBHbIE 0603HAUEHMS:

YKupHbIH

3eneHblin
W XKUPHbIN
3eneHblii

MU NOAYEPKHYTbIN

MO HOUMPUHHEI

Kypcus

3AIrTIABHBIE BYKBbI

3Hak noc ('+')

BocknuuaTenbHbIi
3HaK

Ha3BaHus KHOMOK " apyrux 3/1EMEHTOB
rpacduyeckoro nHTepdeiica nonb3osatens (GUI)

Ha3zeaHue npoayktoB Dr.Web 1 1x KOMNOHEHTOB

Mnepccbinkn Ha pasaenbl 1 Be6-CTpaHuLbl

Mpumepbl NporpamMMHOro Koga, BBOAMMbIN
nosib30BaTeNeEM U BbIBOAUMbIN NMPOrpamMMoit TekcT

YKkazaTefb ~ Mecta  3arofiHeHWsi, B KOTOpOM
MoMb30BaTeNiO  HEO6XOAWMO BBECTU  HEKOTOPYHO
WHhOPMALMIO, TaKyld Kak 3HauyeHue rnapameTpa

KOM@HAHOW CTPOKM.

K TOMy e, OH MOXET 03HayaTb TEPMUH B MO3WLUM
ornpegeneHyst Uy MPOCTO HOBbI TEPMUH.

Ha3BaHus KnaBuLL KlaBUaTypbl

KombuHauusa knasumw. Hanpumep, ALT+F1 o3Hauaer,
UYTO HYXKHO HakaTb knasuwy F1, 3a)kumas npu 3ToM
Knasuwy ALT.

MpeaynpeXxxaeHMss O BO3MOXHbIX OWMOKax Wu
Apyrue BaXxHble 3aMeyaHus

6
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YcnoBHble 0603HaYEHNsI U COKpaLLeHUs

B pykoBOACTBE MCMOMbL3YIOTCA CNeaylolme CoKpaLleHus:

e OC - onepaunoHHas cucrtema;

e [0 - nporpamMHoe obecneyeHue;

e ACL - Access Control List (cnmMcok KOHTposns gocTtyna);

e CPU - Central Processing Unit (ueHTpanbHOe npoLEeccopHoe
YCTPOWCTBO);

e GUI - Graphical User Interface (rpadwuueckuii uHTepdeic
rnosib3oBaTens);

e HTML - Hypertext Mark-up Language (s13blk r1NepTEKCTOBOM
pa3MeTKm);

e HTTP - Hypertext Transfer Protocol (npoTokon nepeaaun
rmnepTekcra);

e NSD - Notes System Diagnostics (amMarHocTuka cuctemsl Lotus
Notes);

e NSF - Notes Storage Facility (Tvn aitnoB 6a3 AaHHbIX,
ucnonb3yembix B Lotus Notes un Lotus Domino);

e RAM - Random Access Memory (onepatuBHas NamsTb);

e SMTP - Simple Mail Transfer Protocol (npocToit npoTokon
MepecbINKM NoYThl);

e UNC - Universal Naming Convention (yHuBepcanbHoe
cornawieHne 06 MMeHOBaHUN);

¢ URL - Uniform Resource Locator (yHUULMPOBaHHbIN yKasaTenb

pecypca);

e VDB - virus databases (Tvn caiinos, coaepxalimx BUPYCHblE
6a3bl);

e VGA - Video Graphics Array (normyeckas MaTpuua

Buaeorpadmkm).
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MnaBa 1. BBegeHue

BnarogapumM Bac 3a npuobpeTeHue

MporpaMMa  NpefoCTaBNsSET  HAAEXHYID  3alUMTy
KOMMbIOTEPOB M MH(OPMAaLMK BHYTPU KOPMNOPaTMBHOW CETU OT Yrpos,
KOTOpbIE PACMpPOCTPAHAIOTCA MO 3/IEKTPOHHOW MOYTE, WCMOMb3ys
CaMble COBpPEMEHHbIE TEXHOMOTUMN.

[JlaHHOe pyKOBOACTBO NMPW3BaHO MOMOYb AAMMHWUCTPATOPaM KpPYMHbIX
KOPMOpaTMBHbIX CETEN MpU YCTaHOBKE, HAcTPOWKE W YrpaBieHWn
NporpaMMHbIM NPOAYKTOM

Ha3zHaueHue Dr.Web gnsa IBM Lotus
Domino

— 3TO [JOMNOJSIHUTESbHBIN
AQHTMBMPYCHBIM ~ MOAYNb,  CO3A@HHBIM  C  LEMbl0  3aWWUTUTb
KOPNOPaTUBHYIO MOYTOBYD CUCTEMY, MOCTPOEHHYIO Ha OCHOBE
cepsepa Lotus Domino, oT BUpYCOB 1 cramMa.

CTpykTypa , MpUMeHeHVe
HEMNpeB30MAEHHbIX METOAOB MPOBEPKM M BO3MOXHOCTb MOSHOCTbIO
YNpaBnsTb MNPOLECCOM CKaHMpOBaHWs - Bce 3To obecreynBaeTt
BbICOKYIO CKOPOCTb MPOBEPKM U MOMOFAET 3HAUYUTENbHO 3KOHOMMUTb
BbIYMC/IUTENbHBIE  PECYPCbl CUCTEMbI.

[laHHbI aHTMBMPYCHBIN MOZY/b MO3BONISIET MPOBEPSITH 3MEKTPOHHbIE
nucbMa M [OOKYMEHTHI, XxpaHsiwmecs B NSF-6a3ax cepBepa Lotus
Domino, «Ha nety» (B pexXuMe peanbHOr0o BPEMEHM) U 1O
pacnumcanuio. MOXET U30/IMpoBaTh
MHPUUMPOBAHHbIE U MOAO3pUTENbHbIE AOKYMEHTbI, NnepeMellas ux B
. JocTyn K cnucky 06beKkToB, HAaXOASALUMXCS B ,

a TaK Xe KO BCEM HacTpoikaM MOAyfNsl, OCYLIECTBNISETCA Yepes
- yoo6Hbit GUI, paboTa C KOTOpbIM

ocyuwlecTenserca nmbo nocpeactsoM kameHta Lotus Notes, nubo
yepes Beb-6paysep (cm. ). Mpouecc



Ty
)
‘\‘l

A
$

naea 1. BBeaeHue

obHoBNeHMs  BUpPYCHbIX 6a3  ocywecTBnseTcs NoO  3anpocy
Nnonb30BaTeNs WAW COMMAacHO PachMCaHuIo MpU NOMOLLM

MOXET BbINONHATb Cneaywwne

yHKUMK:

NpoBEpPKa BCEX BXOAALIMX U UCXOASALMX COOBLIEHUNA B PEXMME
peanbHOro BpeMeHuy;

NMpoBepka [OOKYMEHTOB B  BblbpaHHbix  NSF-6asax no
pacrnucaHmio;

npoBepka AOKYMEHTOB Npu paboTe ¢ HUMU;

npoBepka Tpaduka pennkaLmm no pacrnmcaHuio;

npoBepka TpadyKa KnacTepHoV pennmkaumu;

U30N9UMS MHDUUMPOBAHHBIX U MOLO3PUTENBHLIX O6BLEKTOB B
;

unbTpaums BXoasLero cnaMa no npoTtokony SMTP, a Takke
co3faHve 6enblX 1 YepHbIX CMIUCKOB 3MEKTPOHHbIX aApecos;

pacnpeaeneH1e nosb3oBaTeseii no rpynnaw;

OTnpaBka YBEAOMJIEHWIA O BUPYCHBIX COBLITMAX W BeAeHue
XYpHana 3Tux cobbITuii;

pacchifika OTYETOB O BUPYCHOM aKTUBHOCTM U CMaMe;
cbop cTaTucTukn o paboTe;

aBTOMaTMyeckoe OBHOBMEHWE BUPYCHbIX 633 M KOMMOHEHTOB
nporpaMmbil.

UCMONb3yeT BUpYCHble 6a3bl,

KOTOpble MOCTOSIHHO ~ OGHOBASAIOTCA M [OMOMHSIOTCA  HOBbIMY
cArHaTypamMu, YTo To3BoNseT o6ecneynTb 3aluTy Ha CcaMoM
COBPEMEHHOM YpOBHE. MOMMMO 3TOro, MCMONb3YeTCs 3BPUCTUYECKUI
aHanusartop.

HE  noaaepXuBaeT

4 ! b ncnosb3oBaHue TexHonornm DB2 Universal Database (DB2 UDB).
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NMpoBepsieMble 06bEKTbI

npoBepseT cneaytoLme 06bekTbl:

(baiinbl, BNOXEHHbIE B NUCbMa;
(baiinbl, BNOXEHHbIE B AOKYMEHTbI 6a3 AaHHbIX;
OLE 06bekThI.

HE MpoBepseT:

3alWmdpoBaHHbIE NUCbMA;
baiinbl, co3aaHHbIe B onepaunoHHbIxX cuctemMax 0S/2 u Mac OS;

e JIOKa/lbHblE  PEN/INKA 6a3 AaHHbIX, pPa3MeLlEHHbIE Ha
KOMMbIOTEPAXxX nosib30BaTeNEN.

10
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JInLeH3MOHHbIN KntoueBou ¢ain

MNpaBa nonb3oBaTens Ha WCMOSb30BaHWEe
perynupyloTcss npuM  MoMOWM  creuvansHoro  daiina,
Ha3blBaeMOro KoyeabiM galifiom.

B knoueBoM haline COAEPXWUTCS, B YaCTHOCTM,  cCneadyroLas
nHdopMaLms:

e MepeyeHb KOMIMOHEHTOB, KOTOPblE paspeLlleHo MCMosb30BaTh
[AaHHOMY nonb3oBaTento (HanpuMmep, Hanuuue B
BEPCUM «AHTMBUPYC + AHTUCNAM»);

e nepuol, B TeYEHME KOTOPOro paspelleHo WCMOo/b30BaHue
aHTUBMPYCa;

e [pyrMe  OrpaHuyeHus (B YacTHOCTY, KONMYECTBO
nonb3oBaTenen, KoTopble 6yayT UCMONb30BaTb aHTUBUPYC).

KntoueBoii daiin uMeeT paclwmpeHve .key, 1 ero Heo6xoaMMo npu-
06pecT [0 YCTaHOBKM , T.K. BO
BPEMS YCTAHOBKM HY)XHO BYAET yKasaTb MyTb K KoueBoMy dainy.

Ons  ueneil 03HAKOMNEHUS C a@HTUBMPYCOM MOXHO 3anpoCHTb
[EMOHCTPALMOHHbIA  kntoveBo  cain. [ns  3Toro  Heobxoaumo
3aMn0NHUTL aHKEeTy Ha (http://
download.drweb.com/demoreq/?pid=82). [leMOHCTPaLMOHHbIA
knoyeBo  daiin  obecrnieunBaeT  NOMHYK  (DYHKUMOHANBHOCTb
OCHOBHbIX @HTMBMPYCHbIX KOMMOHEHTOB, HO MMEET OrpaHWUYEeHHbIN
CPOK AeNCTBUS.

YTobbl KynNWUTb JIMLEH3VMOHHLIN KloYeBOW aidn, BOCMOMNb3YyWTECH
ycnyramu

KnioueBoit ¢aiin nocTtaensieTcs B Buae daina ¢ pacumperueM .key
unu B Buae ZIP-apxvBa, coaepxallero 3ToT daiin.

MapaMeTpbl KNtoyeBoro daiifia, perynupyolmne npasa nosb3oBaTens,
YCTaHOB/EHbl B COOTBETCTBUM C [l0Mb30BaTENbCKUM [0roBOpoM. B
3TOT Xe chalin 3aHocuTCs MHGOPMauMs O Mosb3oBaTeNe M NpoaaBLe
aHTUBMpYCa.

11
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KntoueBoii chaiin 3alumiieH OT peAakTupoBaHus. PefakTvpoBaHve
i daiina penaet ero HedeMCTBUTENbHbIM, MO3TOMY He cCrieayeT
ﬁ OTKpbIBaTb  K/toueBOM (halin B TEKCTOBbIX peAakTopax BO
usbexxaHune ero cryvaHomn nopymn.

[ns npogomkenust pabotbl Dr.Web pgns IBM Lotus Domino nocne
MCTEYEHUS] CPOKa MONb30BaHMS K/IOYEBLIM  hallloM  HeobXxoaMMO
NnosflyunTb HOBbIM KJIHOYEBOWM (paitn, 3aMEeHUTb WM  WUCTEKWWIA K
nepesanyctuTb cepsep Lotus Domino.

12
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FnaBsa 2. YcTaHOBKa U yaaneHue

NnaBa 2. YCTaHOBKa U yaasieHue

Dr.Web pna IBM Lotus Domino noctaBnsetcas B Buae
camopacnakoBbiBatollerocs apxusa drweb-domino-600-linux-x86.
run.

PekoMeHOYeTCA WCMoMb30BaTh TOMbKO (aiiibl Ha  PUPMEHHBIX

A anckax «[loktop Be6>» unu 3arpyxeHHble U3 pasjena 3arpysok
Be6-caliTa KoMMIaHuu.

B apxu1Be coaepxaTcs cneaylolme NakeTbl, KOTOpblE aBTOMAaTUUECKM
YCTaHaB/IMBAKOTCS MOC/E PacrnakoBKu:

drweb-common Coaepxur:

e OCHOBHOM KOH(UIrypaLIMOHHBIN dain
drweb32.ini

o 6MbnMoTEKM
o (halinbl JOKYMEHTaLUM
o CTPYKTYPY AVPEKTOPWIA
B xoze yCTaHOBKM A@aHHOMO MakeTa Co3AatoTcs:
e rnonb3oBatensb drweb
e rpynna drweb
drweb-bases Coaepxur:
e aHTMBMpYCHOEe s4po (Scan Engine)
e BUpycHble 6a3bl (VDB)
[ns ycraHoBkM TpebyeTca nakeT drweb-common.
drweb-libvaderetro Copepxut 6ubnunoteky aHtucnama libvaderetro.so

drweb-updater Coaep>xuT Moay/b O6HOBMIEHUST @aHTUBMPYCHOMO S4pa,
BUPYCHbIX 6a3 1 6Mbnnotekn aHTMCnama.

[ns ycraHoBkM TpebyeTca nakeT drweb-common.

13
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drweb-daemon

drweb-scanner

drweb-lotus-plugin7

drweb-lotus-plugin8

drweb-lotus-plugin-
templates-en

drweb-lotus-plugin-
templates-ru

drweb-libs

drweb-epm6.0.0-libs

drweb-epm6.0.0-
uninst

drweb-agent

CoaepxuT ucnonHsemble dannbl Dr.Web Daemon u
LOKYMEHTaLUMIO K HEMY.

[ns ycraHoBkM TpebyeTca nakeT drweb-bases.

CopepXWT  uCronHsieMble  alibl  KOHCOMBHOTO
ckaHepa Dr.Web Scanner n JOKYMEHTaLMIO K HEMY.

[ns ycraHoBkM TpebyeTca nakeT drweb-bases.
Copepxut:
o GuHapHble thaisbl
e KOHbUrypaumnoHHble daibl
o CKpUNT ANnst puHaNbHON HaCTPOVKK
e init-ckpunTbl
Conepxur:
e GuHapHble dalinb
o KOH(UrypaLMoHHble daiinbl
e CKpUNT Ans pyHANBbHOM HACTPOVKM
o init-ckpunTbl

COAEpPXUT aHruickMe WabMoHbl  CnyXxebHbIX 6a3
JaHHbIX.  HecoBmectm ¢ drweb-lotus-plugin-
templates-ru.

Cooepxut  pycckve  LwabnoHbl
[LAHHbIX. HecoBmectum €
templates-en.

cnyxebHbix  6a3
drweb-lotus-plugin-

Copepxut  6ubnunotekn,  obwme  ana  Bcex
KOMMOHEHTOB MpoAyKTa.
Copepxut 6ubnuoTeku ans rpaduyeckux

VHCTannsitopa W AeuHCTannsTopa. [ns yCTaHOBKM
TpebyeT naket drweb-libs.

CopepxuT chalnbl rpacdMyeckoro AeuHCTannsaTopa.
[ns yctaHoBkM TpebyeT nakeT drweb-epm6.0.0-libs.

Copepxut wcrnonHsiemble cannsl Dr.Web Agent,
HeobxoanMble 6MONMOTEKN U [AOKYMEHTALMIO K HEMY.
[ns yctaHoBkM TpebyeT nakeTbl drweb-boost144 u
drweb-common.
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drweb-boost144 Copepxut  6uMbnmMoTekn,  KOTOpble  UCMOSb3yeT
Dr.Web Agent. [na ycraHoBku TpebyeT nakeT
drweb-libs.

drweb-monitor Conepxut ucronHsemble daiinsl Dr.Web Monitor,

HeobxoanMble 6MONMOTEKN UM [AOKYMEHTALMIO K HEMY.
[ns yctaHoBkM TpebyeT nakeTbl drweb-boost144 u
drweb-common.

Mepen yctaHoBkoi Dr.Web pns IBM Lotus Domino TwaTtenbHO
NpoaHanu3npymnTe coctaB U KoHdUrypaumo cpeabl Lotus Domino B
Ballleil CeTM U BblbepuUTe cepBep, KOTOpbI BYAET CNY>XWUTb LEHTPOM
€e 3aluTbl OT BUPYCOB 1 Crnama.

[Ona ycrtaHoBku n ypanewuss Dr.Web pns IBM Lotus Domino

m nonb3oBaTenb A0MKeH obnagaTb npaBamu "cynepnonb3oBatens”
(root) WA MMeTb BO3MOXHOCTb BBIMOMHATL AEMCTBUS, UCMONb3Ysi
KoMaHay "sudo", Ha TOM KOMMblOTEpE, rAe YCTaHOB/IEH cepsep
Lotus Domino.

Dr.Web pns IBM Lotus Domino HecoBMecTMM C Apyrumu
QHTVBMPYCHbIMM MpOrpamMMaMu. YCTaHOBKa ABYX aHTMBMPYCOB Ha
OfMH KOMIMbIOTEP MOXET MPUBECTM K OWwMnbkaM B cucTeMe 1 noTepe
BaXHbIX [aHHbIX. ECM Ha KoOMMbloTEpe yXe YCTaHOBJIEHa Kakasi-
méo Bepeuss Dr.Web pns IBM Lotus Domino wau apyron
QHTMBMPYC, TO €ro HeobXoAMMO yAanuTb, UCMOMb3ys YCTAHOBOYHbIN
dann unm crangaptHble cpeactBa OC (cM. Ypaanedve Dr.Web ans
IBM Lotus Domino).
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FnaBsa 2. YcTaHOBKa U yaaneHue

CucrteMHble TpeboBaHusA

[JaHHbI pa3gen nocBsleH CUCTEMHbIM TpeboBaHWsIM, HEO6X0AMMbIM
ana ycraHoskn u pabotel Dr.Web pns IBM Lotus Domino Ha

BalleM KOMMbIOTEPE.

AnnapaTHble TpeboBaHus:

CPU

RAM

CeobogHoe  MecTO
Ha aucke

MoHuTop

Pentium 133 unu 6onee MOLUHbIN; COBMECTUMBIN C
cvcTeMol koMaHg 180386

64 MB nnu 6onbLue
90 MB nnm 6onblue
VGA-COBMECTVMbIV MOHUTOP, JXeNaTeslbHO CroCOGHbI

oTobpaxaTb kak MuHMMyM 1280 x 1024 nwkcenoB c
256 uBetamu

Tpe6oBanua k OC n nporpaMMHOMYy o6ecneyeHumio:

oC

MO Lotus

Mpoyee

32-6UTHblE:

e Red Hat Enterprise Linux (RHEL) 4 n 5 Bepcuu

e Novell SuSE Linux Enterprise Server (SLES) 9 u
10 Bepcun

Lotus Domino 7.x ans Linux
Lotus Domino 8.x ans Linux
Lotus Notes 6.5 (nnu 6onee nosaHwmii) ans Windows

[Ans paboTbl npoaykTa (B 4aCTHOCTM, aHTUBUPYCHOrO
feMoHa drwebd) Heobx0AMMO OTKIIOYUTL CUCTEMY
Security-Enhanced Linux.
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FnaBsa 2. YcTaHOBKa U yaaneHue

Dr.Web pnsa IBM Lotus Domino He nopaepxuBaet 64-6uUTHble
Bepcumn IBM Lotus Domino.

Hoktop Beb He rapaHTupyeT KoppekTHylo paboty Dr.Web ans
IBM Lotus Domino Ha anbda-, 6eTa- U Apyrmx HeKOMMep4ecKux
Bepcusx cepsepa Lotus Domino.
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FnaBa 2. YcTraHOBKa U yaaneHue

YctaHoBka Dr.Web ana IBM Lotus
Domino

MNepen yCTaHOBKOW HACTOATE/IbHO PEKOMEHAYETCS:

YCTaHOBUTb BCE KpUTMYECKME OBHOBMEHWS, BbiNyLlEeHHble AN
OC, KoTOpast UCNONb3YETCS Ha KOMMbloTepe

npoBepuTb HaNoBYI0 CUCTEMY TMpWU MOMOLUM CTaHAAPTHbIX
CPeACTB M UCNpaBUTb OBHapyXXeHHble OLIMBKM

Y106b1 YycTaHOBUTL Dr.Web ansa IBM Lotus Domino ¢
NoMoL b0 rpachuyeckoi NPorpaMMbl YCTaHOBKM:

1
2

. 3aBepwmTe paboTy cepsepa Lotus Domino.
. Yoanute npeaplaylime BEpCUM aHTUBUMPYCHOTO MOAyns U niobble

Apyrve aHTusmpycel ans IBM Lotus Domino, ycTaHOBMEHHbIE Ha
KOMnNbloTepe.

. PaspewnTte ncnonHenne apxuBa drweb-domino-600-linux-

x86.run. HanpumMep, Bbl MOXETe BOCMO/b30BaTbCA C/IEAyHOLLEN
KOMaH/1011:
# chmod +x drweb-domino-600-1linux-x86. run

. 3anycTuTe daiin Ha UCMONTHEHUE CleayoLLEe KOMaHAOoM:

# ./drweb-domino-600-1inux-x86. run

.Bo Bpems pacnakoBku 6yner cospaHa aupektopusi drweb-

lotus-6.0.[release].[path]-[build]_linux C Habopom
aitnoB BHYTpM, MoOCne uYero 3anycTuTbcs rpadumyeckas
nporpaMma yCTaHOBKM.

.Bbl6epMTe YCTaHOBO‘-leIl\/'I NakeT B 3aBUCMMOCTM OT BEpPCUn

cepsepa IBM Lotus Domino. HaxmuTe kHonky Next.

.Ha cneaywowem ware 03HaKOMbTECb C  JIMLEH3MOHHbLIM

cornaweHneMm (Bbl MoXeTe BblbpaTb $3blK OTOOpaxKeHWs
NULEH3NOHHOrO cornalleHnMss B crnucke Languages). [ns
NPOAO/MKEHUS YCTAHOBKU €ro HeobxoAMMO MpUHATL. HaxmuTe
kHorky Next.

. HauHeTca ycTtaHoBka nporpammbl

.Mocne YCI'IELIJHOI\/'I YCTaHOBKK 6y,qu BblBEAEHO OKHO C
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FnaBa 2. YcTraHOBKa U yaaneHue

coobuieHnem Installation complete. Yto6bl 3anycTuTtb
CKPWMNT A5 HAaCTPOMKM MPOrpaMMbl, yCTaHOBUTE chiakok Run
interactive postinstall script n Haxmnute kHonky Next. B
pesynbTaTe paboTbl ckpunTa OyAyT BbIMOMHEHbI CheayloLime
aencTeus:

e JIMLEH3MOHHBIM K/OY NporpaMmbl 6yAeT CKOMMPOBaH B
avpextopuio /opt/drweb;

e MyTb K KuouyeBoMy haiiny 6yper 3anucaH B
KOHMUIypaLMOHHbIX dainax Moayns "
nemoHa drwebd;

e nA , a Tawkke aemoHoB drwebd u
drweb-lotusd 6yaeT HacTpoeH aBTOMaTMYeCKMiA 3anycK;

e OyaeT ocyliecTBneH 3anyck W NEMOHOB
drwebd v drweb-lotusd.

10. Haxmute Close, u4T06bl 3aBepwuTb paboTy nporpamMmmbl
YCTaHOBKM.

19
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FnaBa 2. YcTraHOBKa U yaaneHue

Y106b1 YycTaHOBUTL Dr.Web gna IBM Lotus Domino us
KOHcO/M (He 3anyckas rpadpuyeckyro nporpammy
YCTaHOBKM):

1. 3aBepwmTe paboTty cepsepa Lotus Domino.

2. Ypanute npegpiaylwine Bepcun aHTUBUPYCHOMO MOAYNS U Nobble
apyrve aHtusmpycol ans IBM Lotus Domino, ycTaHOBNEHHbIE Ha
KOMMbIOTEpE.

3. PaspewnTte ucnonHenne apxmBa drweb-domino-600-linux-
x86.run. Hanpumep, Bbl MOXETE BOCMO/b30BaTLCA CEAYIOLLEN
KOMaHzom:

# chmod +x drweb-domino-600-1inux-x86. run

4. Bo BpeMs pacnakoBku 6yaet cosaaHa aupekTtopus drweblotus-
6.0.[release].[path]-[build]_linux c HabopoM daiinos.

5. BbibepuTe YCTaHOBOYHbLIN MakeT B 3aBUCUMMOCTM OT BEpCUM
cepsepa IBM Lotus Domino.

6. OTKpOETCS JIMLEH3NOHHOE cornawleHve. [ns npoAo/iKeHUs
YCTaHOBKM ero HeobXxoAMMO MPUHSATD.

7.HauHeTcs ycTaHoBKa Mporpammbl

8.[anee BaM 6ydeT nNpeanoXeHO HACTPOUTb  OCHOBHbIE
KOMTMOHEHTbI MporpamMMbl. B cnydae Bawero cornacus 6yayT
BbIMNOJIHEHBI CNeaytoLLne AeACTBUS:

e JIMUEH3MOHHbIA K/OY MporpaMMbl GyAeT CKOMMpoBaH B
avpekTtopuio /opt/drweb;

e NMyTb K KIoYeBoMy aiiny 6yaer 3anuMcaH B
KOHUrypaLUMoHHble daiinbl M [OeMoHa
drwebd;

e anA , a Tawke paemoHoB drwebd w
drweb-lotusd 6yaeT HacTpoeH aBTOMATUYECKMIA 3amycK;

e OyaeT oCylecTB/eH 3amnycK N [EMOHOB
drwebd v drweb-lotusd.

9.0 OKOHYaHMM YCTaHOBKM 6yAET BbIBEAEHO COOBLLEHME O TOM,
YTO YCTaHOBKA 3aBEPLUMSIACH YCMELLHO.
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FnaBa 2. YcTraHOBKa U yaaneHue

AononHuTtenbHble cBeAeHus 06 YCTaHOBKe

Bo BpeMs yCTaHOBKM KOMIMOHEHTOB
npoucxoauT cneaytoulee:

e B paunpektopuio [etc/drweb/software/conf 3anucbiBatoTcs
opurHanbl KOHMOUIypaLUmMoHHbIX (aiinos auctpubytuea (*.N).

¢ KoHMUrypaumoHHble aiinsi yCTaHaBMBAIOTCA B
COOTBETCTBYIOLLNE AMPEKTOPUM CUCTEMDI.

e YCTaHaBNMBAIOTCS OCTasnbHble alinbl, npuyeM, ecnu dann c
TakMM UMEHEM Y)XKe CyLLEeCTBYeT (HamnpuMep, Cly4ailiHo ocTasncs
nocne yaaneHWs NakeToB APYrnX TWUMOB), TO OH 3aMeHseTCs
HOBbIM, @ KOMKWS CTApOro CoXpaHsieTcs kak [MMsa_daiinal.o.

YcTraHOBKa Ha HECKOJ1IbKO cepBepoB

Mpn yctaHoBke Ha HeCKObKO
CcepBepoB B OAHOM Domino-AoMeHe, NOCNe KaXKAoW YCTaHOBKM
HeobXxo0anMO pennMuMpoBaTb aapeCcHy KHUMy cepeepa (6asa AaHHbIX
names.nsf, koTtopas Haxogutca B nanke Data cepsepa Lotus
Domino) Ha Bce ocTanbHble cepBepa Lotus Domino B 3TOM AoMeHe.
Ecnn aTOro He genatb, TO BO3MOXHO MosiBfieHWe AybnnkaTos rpynnbl
DrWeb Admin B aapecHoOW KHUre, YTO MPUBEAET K HEBO3MOXHOCTM
OTNPaBKM CNY)KE6HbIX YBEAOMJIEHWI OT aHTUBMPYCa aAMUHUCTPATOPY.

B cnyuyae, ecnu 31O y)Ke Npou3oLLo:

1. NepeHecuTe nonb3oBaTeneit U3 ogHou rpynnsl DrWeb Admin
B APYryl0 MpOCTbIM pefakTUPOBAaHWEM [AOKYMEHTa rpynrbl B
6a3e gaHHbIX names.nsf.

2. Yaanute nyctoi ayébnukat rpynnsl Drweb Admin.

3. Pennuuupyiite 6asy aaHHbIX hames.nsf Ha Bce cepeepa Lotus
Domino B pgomeHe (cM. gokymeHTaumio IBM Lotus Domino:

).
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FnaBa 2. YcTraHOBKa U yaaneHue

OeiicTBMA Nocsie YyCTaHOBKMU

Hacrtpoiika B3anMoaeincTBust Mexxay KOMNOHEHTaMM

[ns HacTpolkuM B3auMoAencTBus ucnonb3yetcs ckpunT drweb-
lotus-install.sh. OH ucnonb3ayeT HaCTPOWKM MO  YMONYAHUIO,
KOTOPbIE MOXET HbITb HEOOX0ANMO U3MEHUTD:

e B daitne /etc/drweb/drweblotus-setup.conf Bbl MoxeTe
3ajatb NyTb K cepBepy Lotus Domino, vMsa nonb3oBatens u
rpynnbl 3anycka cepBepa, UCMoJib3yeMble COKEeTbl A/ AEMOHOB
drwebd 1 drweblotusd, a Takke HekoTopble apyrue
napameTpbl.

e Ecnun Bo Bpemsi yCTaHOBKM
He 6bln ycTtaHoBneH dnaxok Run interactive postinstall
script, B daiinax /etc/drweb/drwebd.enable u /etc/
drweb/drweb-lotusd.enable  Heobxoanmo  ycTaHOBUTH
napameTp ENABLE=1, 4T0b6bl paspewuTb 3anyck AeMOHOB (
drwebd 1 drweblotusd).

Mocne Toro, kak Bbl YOEAWUIUCb, YTO BCE HACTPOMKWU 3aAaHbl BEPHO,
BbinonHuTe  ckpunt  /opt/drweb/lotus/scripts/drweb-lotus-
install.sh, koTopbI1 HacTpouT B3aumopeiicTBue cepeepa Lotus
Domino C aHTMBMPYCHbIM MoAynem . [aHHbIl  ckpunT
BbIMOJIHSIET Cieaytowme AenNCTBIS:

e Co3gaer Heobxoaumble 6a3bl NSF B aupektopun [local/

notesdata/DrWeb

o Co3paeT HEOBXOAMMbIE CUMBOJIMYECKME CChUIKM Ha BUHapHble
ainbl  aHTUBMPYCHOTO MOAYSS

e [lobaBnsieT HeobxoauMMble napameTpbl B ¢aitn  notes.ini
cepsepa Lotus Domino (cm.
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FnaBa 2. YcTraHOBKa U yaaneHue

Moanucanmne cnyxebHbix 6a3

[o Havana u1cnonb3oBaHUA aHTUBUPYCHOrO MOAYNS HeobxoanMo
noanucaTb HoBble 6a3bl cepsepa Lotus Domino, KOTOpblE€ UCNONb3YET

Ecnn 3Toro He cpenatb, TO

MOAY/b HE CMOXET aBTOMAaTMUYECKM FeHEpUPOBATb OTUETHI U YUCTUTb
KapaHTUH.

Y106b1 NOaNUcaTtb 6a3bl, caenaiTe cnepyowee:

1

w

.Y6eautecb, 4ytOo Bbl 06MajaeTe npaBaMU AAMUHUCTPATOpA

cepsepa Lotus Domino.

. 3anyctuTe cepsep Lotus Domino.
. 3anycTtuTe knmeHT Domino Administrator.
. Boibepute nyHkT Open Server B MeHio File n ykaxwuTe cepsep,

Ha KOTOPOM YCTaHOBJIEH

. B 3aknagke Files Bbiaenute Bce 6asbl

, Haxogswwmecs B noananke DrWeb katanora Data.
310 cnegyowme 6asbl: DrWebAdmin.nsf, DrWebDesign.
nsf, Quarantine.nsf, DrWebReports.nsf, DrWebHelp.nsf,
DrWebLog.nsf, DrWebSpam.nsf.

. HaxxmuTe npaBoWi KHOMKOW Ha BbiGpaHHLIX Gasax U BblbepuTe

nyHkT Sign (Moanucatb) N0 HaxMUTe KHOMKy Sign B MeHI0
Tools -> Database B npaBoii uacTM kaneHTa Domino
Administrator.

.Bbibepute Active Server's ID B okHe Sign Database u

HaXxMuUTe KHOMKy OK.
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FnaBa 2. YcTraHOBKa U yaaneHue

Hacrtpoiika goctyna k knouesomy any

B cnyyae, ecnn BO BpeMs YCTAHOBKMU

He 6bIn ycTaHoBneH ¢naxok Run interactive postinstall

script, 4Nns KOMMOHEHTOB, KOTOpbIM TpebyeTcs KIoYeBOW dhaiirn,
Heo6X0AMMO YKasaTb NyTb K HEMY W paspeLumnTb AOCTYM:

e locne nonyyeHust kNoyeBoro daina ans aHTMBMpYCa

HeobX0AMMO paspellnTb ero YTeHue
Ans TON YYeTHOM 3anucu, M3-nog KOTOPON 3amnyckaeTcs cepeep
Lotus Domino. [locne 3Toro HeobxoAMMO ykas3aTb MyTb K
KnoueBoMy halsly B KAueCcTBE  3HAYeHWUsl  MapaMeTpa
LicenseFile B pasgene StandaloneMode
KOHUrypaumoHHoro daiina /etc/drweb/agent.conf.
Ecnu Bbl Takoke NOyYMn KoyeBol daiin ans aHTMBUPYCHOTO
gemoHa (drwebd), HeobxoguMo paspewmTb €ro YTeHue
nonb3oBatento drweb. lNocne atoro Heobxoanmo ybeanTbes,
yTto B (halne HacTpoek AeMoHa (/etc/drweb/drweb32.ini)
yKasaH MOJHbIA MyTb K KtoyeBoMy (haiiny B napametpe Key,
Hanpumep: Key=/opt/drweb/drweb32. key.
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FnaBa 2. YcTraHOBKa U yaaneHue

3anyck AeMOHOB

Ecnu Bo Bpems ycTaHOBKU He 6bin
yctaHoBneH dnaxok Run interactive postinstall script u,
COOTBETCTBEHHO, HE 3aryckancsi CKPWUMT HaCTPOWKM KOMMOHEHTOB
nporpamMmbl,  HeobxoguMmo  3anycTutb  AeMoHbl  drwebd u
drweblotusd.

YT06bI 3aNyCTUTL AHTUBUPYCHBIN AeMOH drwebd:
o BbInonHMTE KOMaHAy service drwebd start

B panbHeliweM pemMoH 6yaeT 3anyckaTbCsl aBTOMAaTWMYECKU Mpw
3arpyske OC.

YT106bI 3anycTuTb BCroMoraTesibHblM AEMOH
drweblotusd:

e BbinonHuTe KOMaHAy service drweb-lotusd start

B panbHeliweM p[eMoH 6yaeT 3anyckaTbCsl aBTOMATUYECKM Npu
3arpy3ke OC.
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FnaBa 2. YcTraHOBKa U yaaneHue

3anyck u HacTpoika koMnoHeHTa Dr.Web Monitor

Ecnu Bo Bpems ycTaHOBKU He 6bin
yctaHoBneH dnaxok Run interactive postinstall script u,
COOTBETCTBEHHO, HE 3aryckancsi CKPWUMT HaCTPOWKM KOMMOHEHTOB
nporpamMmbl, HeobxoAMMO HacTpouTb paboTy KOMMOHeHTa

. [ins 3TOro BbLINOMHUTE CeayoLme AeNCTBUS:

1. OTkpoiite daiin [etc/drweb/drweb-monitor.enable u
YCTaHOBMTE 3HaYeHWe napameTpa ENABLE=1.

2.3anycTute  KOMMOHEHT cneaytowein
KOMaHAoM:
/etc/init. d/drweb-monitor start

Y6eamTech, YTO Npy 3arpyske He BO3HWKIO OLIMGOK.
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FnaBa 2. YcTraHOBKa U yaaneHue

Yananenue Dr.Web gna IBM Lotus

Mpu yoanewuu TepsioTcs Bce
f ! . HaCTPOMKN OTYETOB W 3aAaHWii HA CKaHWPOBaHWe, BCE rpynmbl U

=== npodwunu, a Takke ygansetca 6a3a kapaHTMHa W MHLULEHTOB.

Y106b1 Yyaanute Dr.Web gns IBM Lotus Domino npm
nomowu rpadmuyecKoii NporpaMmMbl yaasneHus:

1. 3aBepwmTe paboty cepsepa Lotus Domino.

2. 3anyctute cneayowmin ckpunt: /opt/drweb/lotus/scripts/
drweb-lotus-remove.sh

3.Mepengute B katanor drweb-lotus-6.0.[release].[path]-
[build]_linux, KoTopbIlt CO30aeTC B AMPEKTOPUM, OTKYAQ Obin
3aMyleH YCTaHOBOYHbIM MakeT

4. BoinonHuTe KOMaHay # . /uninst
5. HaxxmMuTe KHOMKY YAaanuThb.

6.M0 3aBepweHuM npouecca YyAaneHus HaXMWUTE  KHOMKY
3aKpbITb.

Y1061 ypanutb Dr.Web pgns IBM Lotus Domino us
KoHconu (He 3anyckas rpaduyeckyro nporpamMmy
yAaneHun):

1. 3aBepwmTe paboTy cepsepa Lotus Domino.

2. 3anyctute cneaytowmin ckpunt: [opt/drweb/lotus/scripts/
drweb-lotus-remove.sh

3.3anycTute no ouvepean Bce daiinbl yaaneHus (*.remove)
YCTQHOBMEHHbIX  MakeToB:  # /drweb-lotus-6. 0.
[release].[ path] -[ build] linux/[ uma_gadina] .
remove
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Mocne yaaneHus aHTMBMPYCHOrO Moayns
HeobxoaMMO Bpy4Hyto yaanuTe rpynny DriWeb Admin.
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FnaBa 2. YcTraHOBKa U yaaneHue

OeiicTBUA Nocsie yaaneHus

Mocne yaaneHus Ha cepsepe Lotus
Domino MoryT ocTaTbCs 3aepXaHHble HEMpPOBEPEHHbIE 3/1IEKTPOHHbIE
nuceMa. 3TO  MPOMCXOAWMT  U3-38 TOrO, YTO BCEM MUCbMaM
npucsausaeTcs ctatyc HOLD nepes TeM, Kak OHW MoABepraloTcs
NpoBEepKe aHTUBMPYCHbIM MOAYSIEM.

Y106b1 4OCTABUTDH 3TN NUCbMA nosayyvyartensam.

1. 3anyctute cepsep Lotus Domino.
2. 3anyctute knneHT Domino Administrator.

3.Bbibepute nyHkr Open Server B MeHio File u Bbibepute
cepBep, Ha KOTOPOM 6bin yCTaHOBNEH

4. OTkpolTe BKIaaky Messaging 1 HalauTe B MOYTOBbIX SILLMKAX
(nyHkT Routing Mailboxes B MeHi0 B N1I€BOM YacTu BKIAAKM)
3NeKTPOHHbIE MUCbMa C KOMMeHTapueM Processing note by
DrWeb for Lotus B «konoHke Failure Reason (cm.
WINIOCTPALIMIO HUXKE).

ion_Mail_Help
CTHE t=%= HAQ

[a- - O®Q-]
I [
TEST Domain 2 Mai (F7) - Inbox X

G5 Pecl oups | e | Sever. | Mesoges. | Retesion]| Contpratin|
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e s b

Byl [@relesc.. || @ eee vesease (@
& ) i Jen | sizecn) |

Fo
-
= 26
i o Final Tine 236 P
0071217 sdmndG@esteom Thal2d 755 _F
-
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note by Drweb for Lotus
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[ ) [ 5 documents sobotea o [ Jore
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FnaBsa 2. YcTaHOBKa U yaaneHue

5. Bbilbepute nucbMa, 3agepxaHHole Dr.Web pans IBM Lotus
Domino n HaxxmnTe KHonky Release Hag cnmckoM.

6. Ha>xmuTe NpaBovi KHOMKOM Ha BbibpaHHbIX MMUCbMax 1 BbibepuTe
nyHkT Resend Selected Held Messages.

OcBoboxaeHHble MucbMa 6yayT AOCTaBneHbl MonyyatensM u He
i' ! i 6ynyT npoBepeHbl aHTMBMPYCHbIM Mogynem Dr.Web pns IBM
Lotus Domino, T.K. OH yXe yfaneH.
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Fnaea 3. Npucrynas k pa6ore

FnaBa 3. MNpucrynan Kk pabote

B p[aHHOM rnaBe oOMMCaHO kKak
M Kak

NMpoBepka paboTocnocobHOCTHN

Mepen 3anyckom Heobxo0AMMO
ybeanuTbCs, YTO aHTMBMPYCHbIM MOAYSb YCTAHOBMIEH MPaBWIbHO M
SIBNSIETC  MOJSIHOCTbIO  paboToCnocobHbiM. B aaHHOM  paspene
conepXMTCS BCA Heobxoammasi MHdopMaumsa, Tpebyowascs ans
npoBepkn paboTocnocobHOCTH.
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Fnaea 3. Npuctynas k pa6bore | 32

OcHoBHbIe (haii/ibl U AUPEKTOPUM, Co3AaBaeMble
npy yCTaHOBKe
Y6eanTech, UTO BCe CNeayoLMe ANPEKTOPUI BbiNv CO3AaHbI BO BpeMst

yctaHoBku Dr.Web ans IBM Lotus Domino n cogepxart Bce
HeobxoAMMBIN aiinbl;

/opt/drweb

/opt/drweb/lotus

/opt/drweb/lotus/
templates

/local/notesdata/
DrWeb

drwebd

drweblotusd

update.pl
drwebd.key

drweb-agent
drweb-monitor

libdrwebmonitor.
0]

drwebmonitor

drwebscanner

setup

*.ntf

DrWebAdmin.nsf
DrWebDesign.nsf

Quarantine.nsf

DrWebReports.nsf

AHTVBMPYCHBII [EMOH.

BcriomoraTenbHbIli AeMOH (aHTvCTaM,
CTaTuCTuKa 1 ap.).

CkpunT 06HOBNEHMS.

KnioueBoii  aiin  aHTUBMPYCHOro
nemoHa drwebd.

daiin moayns Dr.Web Agent.

®aiin mogyns Dr.Web Monitor.
BubnuoTeka ¢ xykom.

BuHapHbIi  UcnonHsieMblid  daiin —
MOHUTOP MPOBEPKW MOYTHI (3ajava
cepeepa).

BuHapHbIi  UcnonHsieMblid  daiin —
ckaHep ans nposepku 6a3 NSF no
pacnucaHuio (3agada cepeepa).

BuHapHbI ucnonHseMbld dann ans
co3gaHns 6a3 NSF 3 0AHOMMEHHBIX
wabnoHos NTF. 3anyckaeTtcs BO
BpeMms YCTaHOBKM, rocre =
yaansercs.

LLIa6noHbI 6as, no KOTOPbIM
co3patotcsa 6a3bl NSF.

KoHconb agMuHuUcTpaTopa.
CnyxxebHas 6a3a AaHHbIX.

baza AaHHbIX KapaHTUHa "
WHUWAEHTOB.

Basza gaHHbIX OTYETOB.
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DrWebHelp.nsf baza BCTPOEHHOW CrpaBOYHOM
CUCTEMBI.

DrWebLog.nsf Basa xypHana cobbITui.

DrWebSpam.nsf baza ans XpaHeHus SPAM-
COOBLLEHWI.

drweblotusd.conf  KoHdburypaumoHHbIl dain
BCMoOMOraTelbHoro [leMOoHa

drweblotusd.

/etc/drweb agent.conf KoHdburypaunoHHbiii  caiin  mMoayns
Dr.Web Agent.

monitor.conf KoHurypauvoHHHbIM daiin  Moayns
Dr.Web Monitor.

drweblotusd. pid daiin, coaepXalumin TEKYLLWNA
naeHTudbnKkaTop npouecca  And
BCMoMoraTenbHOro [lEMOHa
drweblotusd.

drweb-agent. pid daiin, coepXaLLwmii TEKYLNM
naeHTudbukaTop  mpouecca  Ans
femoHa drweb-agent.

/var/drweb/run

drweb-monitor.pid  ®aiin, coepXaLLwmii TEKYLNM
naeHTudbukaTop  mpouecca  Ans
moayns Dr.Web Monitor.

/var/drweb/lib libvaderetro.so Bubnunoteka aHTMCNaMa.
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MN3MeHeHMs B HacTpoikax cepBepa Lotus
Domino

Bo BpeMsi ycTaHOBKM B aZlpecHoM
kHure (6asa paHHbiX names.nsf) cepBepa Lotus Domino
aBTOMaTuMyeckn co3gaetcs rpynna DrWeb Admin. 3ta rpynna
yka3blBaeTcs B crnucke KoHmpons docmyna (ACL) Bcex 6a3
aQHTMBMPYCHOro Mmoayns. B rpynny no ymonuyanuio pobaBnsertcst
QIMUHUCTPATOP CEpBepa, YKasaHHbIM B (aiine notes.ini (napametp
Admin). OH MoxeT Ao6aBnsTb Apyrux nonb3oBaTeneli Lotus Domino
B rpynny DrWeb Admin, 4To6bl OHM MOMM UCMNOMHATL 06513aHHOCTU
aAMUHUCTpaTopa . Yaanexue aton
rpynnbl NpuBeeT K npobniemMaM C YBEAOMIEHWMSIMU M AOCTYNOM K
6a3aM JaHHbIX aHTUBMPYCHOMO MOAYNS.

MNomuMo 3TOrO, B d)al\/'IJ'I notes.ini BHOCATCS cneayoume N3MeHEHNA:

e B napametp EXTMGR_ADDINS po6aBnsietca 3HadeHue
drwebmonitor.

e B napametp ServerTasks nobaensilorca 3agaynm MoOHUTOpPA M
ckaHepa (drwebmonitor 1 drwebscanner).

e [lo6aBnsieTca napametp DrWebBuild, B koTopoM ykasbiBaeTcs
MOJIHbIA HOMEp COOpKY.

e [lobaenstotrca napametpsl DrWebSocket 1 DrWebVRSocket
B KOTOpbIX Yka3biBaeTcs UNIX-cokeT, TCP-cokeT unu PID-caiin
ANs B3aMMOAENCTBUSI C aHTUBMPYCHbIM aeMoHoM drwebd (no
YMOJT4aHUIO pid:/var/drweb/run/drwebd.pid) "
BcrnomoratenbHbiM aemoHoM drweblotusd (no ymonuanmio /
var/drweb/lotus/.vrsocket ) cooTBeTcTBEHHO.

Ecnv Bbl He >xenaeTte aBTOMATUYECKM 3arpyxaTb aHTUBUPYCHblE
KOMMOHEHTbI Mpu 3anycke cepsepa Lotus Domino, To HeobxoamMmo
yaanutb 3HaveHne drwebmonitor B napametpe EXTMGR_ADDINS,
a Takke 3HadeHuss drwebmonitor 1 drwebscanner B napametpe
ServerTasks.
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Ecnun ycTaHoBka

Fnaea 3. Npucrynas k pa6ore

Domino

npownia ycnewHxo,

TO MOXHO 3anycTuTb cepep Lotus Domino. YTo6bl ybeauTbcs, UTo
3agaHusa MoHuTop 1 CKaHep 3anyLieHbl, BOCMNO/b3YHTECh KOMAHAOM
sh task. Ha unniocTpaumm BHM3Y M306paKEHO KOMaHAHOE OKHO
cepBepa Lotus Domino C KOppekTHO OTpaboTaBluei KoMaHAol sh

task.

m smoke /testlab: Lotus Domino Server

Idle task

Idle task

Idle task

Idle task
Shutdown Monitor
Process Monitor
Listen for connect

Database
Database
Database
Database
Database
Database

n for connect
ity tas

n for connect
ity task

n for connect

LI
D

eruer
Weh Monitor
Drlebh Scanner
Agent Manager
Replicator

Agent Manager
Admin Process
Schedule Manager
LDAFP Server

SMIP Server

POP3 Server

Proc Monitor
Directory Indexer
Router

ooms and Resources
Indexer

Event Monitor

requests TCP Port:80

regu TICP Port:25 SSL Port:465

e TCP Port:110 SSL Port:995

requests TCP Port:38%
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MpoBepka AeTeKTMPOBaHUS BUPYCOB

[ns npoBepkun KoHdUrypaumm u cnocobHOCTH

obHapyxuBaTb BUPYCbl pEKOMEHAYETCS UCMONb30BaTb
TectoBbln ain EICAR (European Institute for Computer Antivirus
Research). ®aiin, coaepxxalumii TONbKO TEKCTOBYIO CTPOKY ASIMHON 68
unu 70 6aiT, He ABNSIETCS BUPYCOM, HE CMOCO6eH K camopenvkaumm
M He npeacTaBnsieT  ONACHOCTW,  OAHAaKO  Onpedensercs
QHTMBMPYCHBbIMK MpPOrpaMMaMn Kak BUpYC. Bbl MoXeTe 3arpysutb
TectoBbll aiin ¢ Beb-canta EICAR ( ) um
€03AaTb €ro CaMoCTOSATENbHO.

YTo6bI co3paaTh TecTOBbIN (paitn EICAR:
o Co3paaliTe TEKCTOBLIN halin co crieaytoLLeil CTPOKOIA:

X50! P$@AP[ 4\PZX54( P") 7CC) 7} SEICAR-STANDARD-
ANTIVIRUS-TEST-FILE! SH+H*

CoxpaHuTe ¢halin C pacluMpeHveM .com (Bbl MOXETE MCMO/b30BaTh
noboe wMsi, HanpuMep, eicar.com), npuKpenute ero K
3/IEKTPOHHOMY MMCbMY W OTMpaBbTe Ha /to6oi TECTOBLIM aapec.
Mony4yeHHOe Ha 3TOT afpec MUCbMO [O/MKHO COAEPXaTb TEKCTOBbIV
daiin ¢ cyddukcom _infected.txt u cneayowmm cogepxaHuem:

Dr.Web mms IBM Lotus Domino oOHaAPyXwWJ UYTO
NVCBbMO MHOUUMPOBAHO.

ODaTa: Wed Jul 02 17:43:32 2008

OrnpaBuresb: admin@test. com
lMlonyuares: mail2l@perf2. test. com
Tema nmucbMa: Tect 1

Bupyce: eicar.com ( EICAR Test File (NOT a
Virus!) ) oTnpaBJieH B KapaHTUH
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' HW B KkOeM ciyyae He MCMoMb3yiTe HacTosiuMe BUPYCbl ANs
A= .  npoBepku paboTOCNOCOBHOCTU aHTUBMPYCHBIX NPOrpaMM!

NMpoBepka AeTeKTUPOBaHUSA craMa

KOMMOHEHT AHTHCIaM [OCTYMNeH TOMbKO B BEpCUM «AHTUBUPYC +
e, =Y AHTUCMaM», T.e. B TOM C/lyyae, eC/iM y Bac eCTb COOTBETCTBYIOLLMIA
KntoyeBoit daiin (cM. JIMLeH3NoHHBIV kKoYyeBoi haiin).

Ons nposepku cnocobHoctn Dr.Web pnsa IBM Lotus Domino
obHapyxuBaTb CnaM peKOMEeHAYeTCs UCMnonb3oBaTb MUCbMO €
TecToBoM cTpoykort GTUBE (Generic Test for Unsolicited Bulk Email).

YT106b1 CO3aaTb TectoBoe nucbMo GTUBE:

o CkonupyiiTe cneayrolLyto CTPOUKY B TE/I0 HOBOMO 31EKTPOHHOIO
nucbMa:

XJS*C4JDBQADNI. NSBN3* 2IDNEN* GTUBE-STANDARD—
ANTI-UBE-TEST-EMAIL*C. 34X

OTnpaBbTe NUCbMO MO MpoTokony SMTP Ha nioboi TECTOBLIV aapec.
B Teme nmony4eHHOro nncbMa AomkeH nosieutbcs npedukc [CMAM].
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KOMNOHEeHTbl NporpaMmbl

- 3TO KOMIMIEKCHbIA aHTUBMPYCHbIN
NPOAYKT, COCTOSWMIA M3 HECKOSIbKMX AOMOJHAWMX Apyr Apyra
KOMMOHEHTOB, ~ KOTOpble  B3aWMOAEUCTBYIOT ~ Mexay cobol u
obecrneuvBaloT  BbICOYaWLIMIA  YpOBEHb 3almTbl. PaboTol  3TuX
KOMMOHEHTOB ~ MOXHO  YNpaBfsiTb  MpU  MOMOLUM

(cm. ).

Hwxe npuBeaeH CNMCOK 3TUX KOMMOHEHTOB C KPaTKUM OMUCaHUEM
KaXxaoro:

. (drwebd) wucnonb3yetca ans
OCYLLECTBEHMSI aHTUBUPYCHOV MPOBEPKY.
. (6uHapHbIM UcnonHsieMbit daiin  drwebmonitor)

nposepsieT mail.box cepsepa Lotus Domino, T.e. Bce Bxoasiume
W UCXOAsLUME MUCbMA B PEXUME peanbHOro BPeMEHWU Mo Mepe
TOro, Kak ux obpabaTbiBaeT cepBep. Kak TONbKO NpoBepka
MMCbMa 3aBepLUaeTCsl M OHO Npu3HaeTcs 6e30MacHbIM, OHO
cpa3y oTnpaBnsieTcs Mnonb3oBaTeno. Ecnv nucbMo copepxut
3apaXEHHbIN  UAN  NOAO3PUTENbHBIN  O6BLEKT, TO HaA HUM
npou3BoAnTCS COOTBETCTBYHOLLEE npesycTaHoBNEHHOE
JeicTBue.

. (6uHapHbIn  ucnonHsiembin  daiin  drwebscanner)

MO3BONSIET NEPUOANYECKN NPOBEPSTL AOKYMEHTbI B BblOpaHHbIX
NSF 6a3ax. OH 3anyckaeTcs Mo pacrnucaHuilo WK BPYYHYIO W,

TaKkKe Kak M , TPUMEHSIET npeayCcTaHOBNEHHbIE
AEVCTBUS K 3apaXXeHHbIM 1 MOA03PUTENbHBIM 06BEKTAM.
o (drweblotusd) npoBepsieT

nMcbMa Ha crnaM W 3arpyxaetr O6HOBMEeHHble 6MbNNoTEKM
aHtucnama (libvaderetro.so). Wcnonb3dysa cneuuanbHble
anropuMTMbl, OCHOBaHHblE HA BbISIB/IEHWM NPU3HAKOB CrMama B
MUCbMax, KOMMOHEHT C OONbLUIOM BEPOSITHOCTLIO OnpeaenseT
ABNSETCA /M NUCbMO CMaMoOM WM 3aTeM, B  Cnyyae
HeobxoauMocTy, pobasnset K Teme nMcbMa
npesycTaHoBNeHHbIN npedukc (No ymonyaxuio - [CMAM]).

. (quarantine.nsf) ucnonb3yetca ana wmsonauuu

3apaXkeHHbIX W MOA03PUTESNbHBIX 06BEKTOB. [JOCTYN K 06bEKTaM,
HaXOAALIMMCS B KapaHTWUHE OCYLLECTBASETCS M3 6asbl

38



Ty
)
‘\‘l

A
$

Fnaea 3. Npucrynas k pa6ore

(DrWebAdmin.nsf).

(ckpunT update.pl), KOoTOpbIli BXOAWUT B
COCTaB aHTUBMPYCHOMO nakeTa
, MpeaHasHayeH Ans aBTOMaTU4ecKoro O6HOBMEHMS
BMPYCHbIX 6a3. Moaynb 3arpyaeT Konuu BUPYCHbIX 6a3 u3 cetu
MHTepHeT b0 13 Nanku Uan cepBepa B SIOKaSIbHON CETU.

KoMnoHeHT (sBnsieTcsa yacTbio H6asbl quarantine.
nsf) coxpaHseT MHGOPMaUMIO O TUMax MPOBEPEHHBIX 06BHEKTOB
M Npou3BEAEHHbIX HaAd HWMKU AelCTBUsMKM. Bbl  MoxeTte
npocMaTpvBaTh [aHHYIO WHGOpMaumio, 4Tobbl cneauTb 3a
paboToii

KoMnoHeHT (DrWebReports.nsf) npegHasHaueH ans
PacCbifikM perynspHblX OTY4eTOB O paboTe

Ha YKasaHHble agpeca M  COrnacHo
onpefeneHHbIM KpUTepusiM.,

NnpefocTaBnseTr  aAMMHUCTpaTopaM
ceppepoB  Lotus Domino  BO3MOXHOCTb  3((EKTMBHO
OTCIEeXMBaTb COBLITUS, CBSI3aHHblE C paboTol

(HanpuMep, O6HOBMEHME BUPYCHBLIX 6a3,
obHapy>xeHne BUMpyCa, M3MEHEHME HacTpoek M gap.). B 6ase
JaHHbIX (DrWebLog.nsf) mMoxer 6biTb
cobpaHa wHdbOpMaumMs C OAHOMO WM HECKOSIbKUX CEepBEpPOB
Lotus Domino, 3awWwuWeHHbIX aHTUBUPYCHbIM  MOAYMEM.
[JokyMeHTbl O cobbITusX poctasnsaioTcsd B 6Hasy

C MOMOLLbIO TMOYTOBOM CUCTEMbl cepBepa Lotus
Domino

MapameTpbl paboTbl 7 MOXHO HacTpOMUTb
NS KaXxaoro npocduns Takum 06pas3oM, 4TOGbl YAOBNETBOPUTH

Al
i = %  noTpebHOCTAM KaXaoro KnveHTa unu rpynnbl. PaboTa ocTanbHbIX

KOMMOHEHTOB HACTpauBa€ETCA AJid BCEro NporpaMMHOro Moayns.
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3anyck KoHCconu agMMHUCTpaTopa

Hactpoitka pabotbl Dr.Web pgna IBM Lotus Domino
OCYILECTBNSIETC  MocpeacTBOM  KoHconu  apMuHMcTpaTopa.
KoHconb  npeacTaBnser  coboi rpacuyeckmi nHTepdeiic
nonb3oBaTtens (GUI), koTopblit 3anyckaetcst B cpeae Lotus Notes mnu
yepes nboit U3 NoasepxkMBaeMbIx Beb-6pay3epoB npu nomoLun 6asbl
DrWebAdmin.nsf.

[ns npaBunbHOro oTobpaxeHunss Kouconu apMmuHMcTpaTopa
i' 1 'i peKoMeHayeTCs YCTaHOBUTbL paspelleHVe 3kpaHa He MeHee 1280
Ha 1024 nukcenos.

e [na paboTtbl ¢ Beb-KOHCOMbIO Ha cepsepe Lotus Domino gomkHa
4= 5  6biTb 3anyuieHa 3aaaua HTTP-cepsepa.
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Y106b1 3anyctutb KoHcCONb agMMHUCTpaToOpa B cpege
Lotus Notes:

1.
2.
3.

3anyctuTe cepsep Lotus Domino.

3anyctuTe npunoxexue Lotus Notes.

Otkpovite MeHio File, Bbibepute nyHkT Database u Haxmute
Open. OTkpoeTcs okHo Open Database (4To6bl OTKPBITL 3TO
OKHO, Bbl TAKKe MOXETE HaxaTb kOMOuHaumto knasuw CTRL+O
Ha KnaBuaTtype).

. Bbibepute cepBep Lotus Domino, Ha KOTOpPOM YCTaHOBJEH

aHTMBMPYCHbIM MOAyNb, U3 BbiNaAaloLWero CrvMcka B BepXHeW
yactu okHa Open Database.

. Bbibepute 6asy (DrWebAdmin.

nsf) B nanke DrWeb u HaxMuTe Open.

Y1o6bl 3anyctutb KoHconb agMuMHUCTpaTopa B Be6-
6pay3epe:

1.
2.
3.

4.

3anyctute cepsep Lotus Domino.
3anyctute Beb-6paysep.
MepeiigMTe MO CreayloweMy aapecy:

BeeauTe uMsa u UHTepHeT-naponb (Internet password) y4eTHOM
3anncu agMUHUCTPATOpPa, yKasaHHoro B rpyrnne DrWeb Admin.
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KoHconb apgMMHUCTpaToOpa COCTOMT M3  ABYX uYacTeir (cM.
WnncTpaumio Huke). CneBa HaxoauUTCs MEPapXMYECKOe MeHo Ans
HaBWraumMm Mo pasaenaM HacTpoMKWM nporpammbl. B npaBoi yacTu
pacrnonoxeH ¢peiM ¢ paboyeit 061acTbio, B KOTOPOM OTOBpaXatoTcs
HacTpavBaeMble NapaMeTpbl Ans BblbpaHHOro pasgena. B BepxHel
YyactTn (peliMa ¢ paboueit obnactbio HaxoauTcs norotun Dr.Web
ans IBM Lotus Domino v Ha3BaHwe BbI6paHHOro pasaena.

fins nogospuT: i

Nepereuars & kapanTar =] [Nepereuare & raparman =l [Meonyerus =l

MapameTpii npukpennentLx snoxenui

SENDER!
$SUBJECT§$NewLine$

Coxpanms.

=) 2) (e <) (Orine 2 &=
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NMony4yeHue cnpaBKu

B peanu3oBaHa BCTPOEHHast
CrnpaBoOYHasi CUCTEMA, KOTOpasl YCTAHaBMMBAETCS B BMAE OTAESbHOWM
6a3bi DrWebHelp.nsf B anpektopuio /local/notesdata/DrWeb.
OTkpoiiTe 3Ty 6a3y B kiMeHTe Lotus Notes, 4To6bl NOAYUNTL AOCTYM K
OCHOBHOWM YacTK CMPaBOYHOW CUCTEMBI.

UTo6bl OTKPbITb OMNpeaeneHHbli pasgen CrpaBoOYHON CUCTEMbl B
3aBMCMMOCTM OT KOHTEeKCTa (T.e. YTOBbl MOMyYUTb CrpaBKy O TOM
pasgene , KOTOpbIA OTKPbLIT B [AaHHbIN
MOMEHT), HaxxmMuTe knasuwly F1 Ha knaBuaType.

Paspen O Dr.Web ans IBM Lotus Domino, B KOTOPOM COAEPXUTCS
uHdopMaums o0 Bepcum , MOXHO
OTKPbITb Yepe3 BEpXHUM MYHKT B WMEPAPXMUECKOM MEHI0
(cM.  unnocTpaumio B pasgene
). 3pecb cobpaHa uHdopmauus 0
Kto4eBoM (haiine, HoMepax Bepcuii NPorpaMMHbLIX KOMIMOHEHTOB U O
nocnegHeMm  O6HOBMEHWM  BUMPYCHbIX 6a3. 3JTta  uHdbopmaums
HeobxoaMMa Ans aHanu3a ownbok u c6oeB npu obpalleHun B cnyxoy
TEXHUYECKON NOAAEPKKM.
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MnaBa 4. AAMUHUCTpUpPOBaHUue

B paHHOM rnaBe onucaHa CTPyKTypa
M BbIMOSIHEHWE aAMWHUCTPATUBHBLIX 3aday, HeobxoauMbIX
[NS CO3AaHMsi MaKCKUMarbHO 6e3omacHoi cpeabl Lotus Domino.

Fpynnbl n npocpunn

[ns ynpouleHnsi opraHu3aumMn aHTMBMPYCHOM 3aluTbl cpeabl Lotus
Domino, B peann3oBaHa
BO3MOXHOCTb  CO34aHUS TPynn  KIMEHTOB W  MPUCBOEHUS UM
onpeaeneHHblx npoduneir. Mpodunb npeacTaBnsieT cobol Habop
HacTpanBaeMbIX MapaMeTpoB 06paboTKM COOO6LLEHUI, OT KOTOPbIX
3aBMCUT TO, KaK MMEHHO byaeT ocyllecTBNATbCS 3awmTa cpeabl Lotus
Domino. HacTpoiiku Npotuns HaxoadTcs B pa3fene MepapXMyeckoro
MeHto Mpodmnn, KoTopbIi pasaeneH Ha cneayroLlme Noapasaeb:

. - B [aHHOM pasgene Bbl MOXETE HacTpOUTb
YBEAOMJIEHNS], KOTOpble WH(MOPMUPYIOT aAMUHUCTpaTopa W
APYryX Mosib30BaTenei 0 pasnuyHbIX cobbITUsX (HanpuMep, 06
06HAPY)XEHWN 3apaXKEHHbIX MW NOAO3PUTESNbHBIX COOBLLEHUI U
0 MOMbITKAX UX NeYeHUs, 0 GUNbTPaLMM COOBLLEHMIA U T.4.)

. - B J@aHHOM pasfesie Bbl MOXETe YnpaBNsiTb paboToi
Ballero  OCHOBHOMO  pE3VWAEHTHOrO  KOMMOHEeHTa  Ans
ob6Hapy>XeHus BUpYyCOB

. - B [aHHOM pa3genie Bbl MOXETe HacTpouTb paboTy
KOMMOHEHTa (HacTpolkn B pasgene AOCTYMHbI
Tonbko Ana Bepcum “AHTMBMpPYC + AHTUCMAM”, T.e. B TOM
C/lyyae, €cM y BaCc €CTb COOTBETCTBYIOLWMIA JIMLEH3NOHHbIV
KntoueBoit daiin (cM. ))

bonee noapobHo o0 paboTe C npodunsMKM uuTaliTe B pasgene

Jio6oii Npodunb MOXHO MPUCBOWUTL Fpynmne KAMEHTOB. DT pynmbl
dopMupyloTC B pazgene uepapxudeckoro MeHio Fpynnbl  (cMm.

).
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Co3paHue n HacTpoika npodpunen

Mpocdunu onpeaensoT MNapaMeTpbl AHTMBUPYCHOMO CKaHUMPOBAHWS,
bunbTpaumMn cnama, [AEUCTBUIN, MPUMEHSIEMbIX MO OTHOWEHWIO K
06Hapy)XeHHbIM 06BbEKTAM, a TakXKe PacChiikn yBeAOMIEHUIA.

Bo Bpems ycTaHOBKM co3aaeTcs
CTaHAapTHLIA Npoduib. 3TOT Npoduib OCTAHETCA aKTUBHBIM Anst
BCEX KMEHTOB cepBepa Lotus Domino go Tex nop, noka uM He 6yaet
HasHayeH Apyroi npocunb.

CTaHAapTHbIM Npoduib HEBO3MOXHO ydanuTb. [Mpy cospaHum
HOBOro Mpocdunsi, ero napameTpbl MPUHUMAIOT TEKYLUME 3HaueHust
napameTpoB CTaHAAPTHOro npoduns.

Y10o6bl CO3paTb  HOBbIW npocdunb, cpenairte
cnepymoulee:

1. Bolibepute nyHkT Tpodmnn B MepapxMyeckoM MeHIo U
HaxxMuTe kHoMKy Co3AaTh Noj CNMCKOM Npoduneit B OCHOBHOM
(peiime cnpasa.

2.Beeaute uMs npoduns M Haxmute kHormky OK. HoBbIi
npopunb  oTobpasutca noa  nyHktom  Mpodmnm B
nepapxmyeckom MeHio.

Y106b1 N3MEHUTb UMA Npochuns:

e BbibepuTe ero B MepapxMyeckoM MeHI0, BBEAWUTE XKenaeMoe
uMs B none Beoaa UMs 1 HaxkmnTe kHonky COXpaHMTbD.

[nsi MeHn npoduns He AOMYCKAeTCs WMCMOMb30BaHUE CreayoLmMX
A cumBonoB: 1/ \ | ;: " *,

3. MapameTpbl HOBOro npocdunsa 6yayT coBrnaaaTb C NapameTpamu
CraHgapTHoro npoguns.
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FnaBsa 4. AAMMHUCTpUpOBaHue

YT106bI U3MEHUTb NapaMeTpbl Npoduns:

e BbibepuTe npocdunb B MEpapXMUECKOM MEHIO U HacTpoiiTe
napaMeTpbl B COOTBETCTBYIOWMX MyHKTax ( ,

" ).
Hacrpoiika yBegomneHunu

YBEOMNEHNS| UCMONb3YIOTCS AJ1i CBOEBPEMEHHOMO MHMOPMUPOBAHMS
aAMUHWUCTPaTOpa M APYrvMX MONb3oBaTenen O PasfIMuHbIX CO6bITUAX
(06  obHapyxeHuuM  MHPUUMPOBAHHLIX  UAM  MOAO3PUTENbHBIX
[IOKYMEHTOB, O MOMbITKAX UX fledeHus, o hunbTpaumm cnama u T.4.).

Y106bI OTKPLITL (PppeiiM C HACTPONKAMN yYBEeAOMJIEHUH
ans npocduns:
e Bbibepute 3TOT nNpodunb B MEPAPXUYECKOM MEHIO N HaXMUTE
Ha KHOMKY YBenoMneHus.

' 1 Mo YMO/THaHMIO BCE yBEAOM/IEHUSA OTK/THOYEHbDI.

Y106bI HaCTpoOUTb NOYTOBbIE€ YBEAOMJIEHUA:

1.Bblbepute pasgen Mouta B nyHKTe YBeAOMJIEHMN A1
onpeaeneHHoro npodunas M HaXMWTE Ha TOM TuMe COBLITUN,
[NSi KOTOPbIX Bbl XeflaeTe HaCTpOUTb YBeAOMIEHNS:

e BblnieueHHble - eCn 0B6HapYXXEHHbIN WMHMOULMPOBAHHLIN
06BEKT YAanoch BbINEYUTD

o HeBbl1eUeHHbIEe - eCNM 06HAPYXXEHHBIN UHHOULIMPOBaHHbIN
06BEKT HE YAaNoCh BbIIEYUTD

e HenpoBepeHHble - ecnM CooblieHMe He yaanochb
NpoBEPUTH

e Cnam - ec/iv NMUCbMO MPU3HAHO  CMamMoM

2.Ans kaxagoro Tuna cobbITUiA Bbl MOXETE 3aAaTb OTAESbHbIE

YBEOOM/IEHWUS AN aAMWHUCTpaTopa,  nosydaTtens U
OTNpaBUTENS NMUCbMa. [N 3TOro BbIGEPUTE COOTBETCTBYIOLLYHO
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BKaIky B BEPXHEil 4acTu OCHOBHOIMO (CM. WIIOCTpaLmio
HUXeE).

(TETTTETIR (Ovnpssnvens) (Sanarens D |

3. YT06bl BKIOYNTb OTMPaBKY YBEAOMMIEHWN ANS ONPEAesIEHHOro
THNa cobbITUA:
e YCTaHOBUTE dnaxok MocbinaTtb noyToBble
yBeAOMJIEHUS.

4.Mpn  HEO6XOAMMOCTU OTpefaKkTUpylTe LWAGNOH MOYTOBOMO
YBEOM/IEHWS| B COOTBETCTBYIOLMX MONSX BBOAa. Bbl MoxeTe
A06aBUTb MaKpoCbl B TEKCT YBEAOMNIEHUS HaXaB KHOMKY
MaKpoc 1 BbI6paB Hy>Hble 13 CrmcKa.

5. B none BBoZa OTNpaBUTENb Bbl MOXKETE yKasaTb OTNpaBuUTeNs
BbIGPAHHOIO TUMA YBEAOMNIEHMA.

6. MonyyaTenein onpefeneHHOro Tuna YBEAOMEHUI Bbl MOXETE
HacTpouUTb TOSIbKO BO BKIagke AAMMHUCTpATOP. Bbl MoxeTe
A06aBUTb MoNb30BaTeNeN B AaHHOE MOJie BBOAA, HaXaB KHOMKY
[Ao6aButb 1 Bbibpas nx B okHe Select Addresses.

7. Korga Bbl 3aKOHUMTE peaakTUpPOBaTb NMapaMeTpbl YBEAOMIEHUIA,
HaXXMUTe KHOMKy COXPaHUTb.
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Hacrpoitka MoHuTOpa

MoHuTOp NpoBepsieT BCE BXOASLLME N UCXOASLME MUCbMA B PeXMMe
peanbHOro BpeMeHn no Mepe Toro, kak nx obpabaTtbiBaeT cepeep
Lotus Domino. MapameTpbl ero paboTbl MOXXHO HAaCTPOUTb AJS
pa3nnYHbIX Npodunel ¢ yyeToM TpeboBaHWi ONpeaesieHHbIX rpymn
KNMEHTOB (CM. [pynnbl v npodwunn).

YT106bI HACTPOUTbL NApaMeTpbl paboTbl MoHUTOpA:

e Bbibepute npodwnb, ANS KOTOPOro Bbl XXeNaeTe HacTPOMUTb
paboTy MOHUTOpa W 3aianTe B pasaen MoHuTop.

@ Dr.Web Administrator Console - IBM Domino Administrator;
Fle Ede Vew Create Acons Tedt Heb

SNewLine$$VirusLists

) (=2 %) (2] [Gnine 4@
Ha nnntoctpauum ceepxy usobpaxeH dpeiim MoHUTOP.

Mo yMOMYaHUIO 3BPUCTUYECKUIA aHAIN3aTop U NPOBEPKA apXMBOB BO
B/IOKEHUAX BK/IOYEHbl, YTO O6ECNEeYMBAET BbLICOKUM  YpPOBEHb
3aLUMLLIEHHOCTM 33 CUYET HEKOTOPOrO CHVDKEHMSI MPOU3BOAMTENBHOCTM
cepeepa. YTo6bl OTKIOYUTL 3TU CPEACTBa, CHUMMUTE (DNaXKKM
BKJIIOUMTb 3BpUCTMYECKUIA aHanu3aTop 1 NMpoBepsaTb apXuBbl B
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BepxHel yactu cdpelima MoHUTOP.

HacTosTenbHO He pekoMeHAyeTcs OTK/IoYaTb  3BPUCTUYECKUI
aHa/ms3aTtop, T.K.  3TO  3HAYMTENbHO  CHWXKAeT  YPOBEHb
3alMLIEeHHOCTN cepBepa. B Bepcumn

ana OC Linux npoBepka apxvBOB BK/OYEHa Bceraa,
[laXe ec/n CHAT COOTBETCTBYIOLWMI (DNAXKoK.

B rpynne HacTpoek BpeAOHOCHble NporpaMMbl Bbl MOXETE
BbIGpaTh AEUCTBUS AN PasfINYHbIX TUMOB HexenatenbHoro MO, a B
rpynne HacTpoek [leUCTBUA - ANs HEM3NEUUMbIX, MOAO3PUTENLHbBIX U
HErNpoBepeHHbIX ~ 06bEKTOB. [N 3TOro  BOCMOMb3yMTECh
COOTBETCTBYIOLMMM BbiNaAaoLMMU CINCKAMMU:

e YaanuTb B/IOXKEHUE - 03HAYaeT, YTo Teno cooblieHns byaer
MpOoMyLLEeHO 1 JOCTaBNEHO NOJSyYaTeNto, @ BMOXEHUE 3aMEHEHO
Ha TeKCToBbIN daiin ¢ MHdOopMaumein 0 BpeMeHU 0BHapyXXeHus,
HaliAEHHOM BUWpPYCe W BbINOSIHEHHOM AelcTBMM (AOCTYNHO ANns
HEW3NEYUMbIX, MOAO3PUTENbHbIX OOGLEKTOB W  BPEAOHOCHBIX
nporpamm).

¢ MomMecTuTb BRoXkeHne B KapaHTUH - 03HA4aeT, 4YTo Teno
coobleHns ByaeT MponylieHo M AOCTaBleHO Mony4yaTento, a
BnoxeHne 6ynetr otnpaeneHo B 6a3sy KapaHTuHa (CM.

). BMecTo BROXEHMs1 K COObLEeHUIO
NPUKPENNAETCA TEKCTOBLIM daiin ¢ MHDOPMaLME O BpeMeHM
06Hapy)XeHWsl, HallAEHHOM BMPYCE W BbIMOSIHEHHOM AENUCTBUM.

o MponycTuTb - 03HaYaeT, YTo COOB6LUEHNE BMECTE C BIOXKEHUEM
6yneT AOCTaBMNEHO MOMyyaTento M HUKAKUX AEUCTBUN K HeMY
NpUMeHeHo He 6yaeT (AOCTYMNHO AN HENMPOBEPEHHBIX 06LEKTOB
W BPEeOHOCHbIX NPOrpamMm).

B rpynne HacTpoek MapaMeTpbl BMIOXKEHUWA Bbl MOXETE W3MEHUTb
cydhdUKC MMEHN TEKCTOBOMO daina, NPUKPENIIEMOrO K 3apaXKEHHOMY
COOOLIEHNIO MOCNe TOr0, Kak Hajd HUM MpPOM3BOAUTCS Kakoe-nnbo
nencteue (T.e. uMa danna 6yaeT cocTosiTb U3 UCXOAHOrO MMEHU C
yKa3aHHbIM Ccyd@dUKcoM Ha KoHue). B none TeKCT Bbl MOXeTe, npwu
HEeo6X0AMMOCTH, U3MEHUTb COAEPXKMMOE MPUKPENISIEMOrO TEKCTOBOIO
daiina.
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Y106b1 4O06aBUTb MaKpoC B WA6/10H TekcToBOro dgaina:
e HaxmuTe kHonky Makpoc v BblbepuTe HYXHbIN U3 crivcka.

Koraa Bbl 3aKOHUMTE pefakTUpOoBaTb MapaMeTpbl pa6OTbI '
HaXXMuUTe COXpaHVITb.

Hacrpouka AHTUCNaMa

BbisiBNneHMe cnamMa OCyWeCcTBASETCS  KOMMOHEHTOM ,
KOTOPbIV aHaNM3UPYET COAEPXKMMOE NMUCbMa U OMpPeaenseT, ABISETCS
M OHO CrMaMoOM B 3aBUCMMOCTM OT 3HA4YeHUsl nokasaTens,
paccuMTbIBaEMOro Mo  pasnnyHbiM - kputepusaM. Cnam-coobLueHuio
npucBamMBaeTCs OnpeaeneHHasl Kateropusi, B 3aBUCMMOCTU OT TOrO,
HACKO/IbKO BeposiTHA MPUHAANEXHOCTb nucbMa K cnamy: Crawm,
BosmoxHo criam, CoMHUMerbHble nucbMa. NS Kaaoi KaTeropum
MOXHO 33AaTb OTAE/NbHbIE AENCTBUSA (CM. OMUCAHWUE HACTPOEK HUXKE).

KOMMOHeHT JOCTYNeH TONbKO ANs BEPCUU «AHTUBMpYC +
AHTUCnam». Ecnu Baw kodeBoi daiin noanepxuvBaet ,
TO bunbTpaums cnama 6yAeT BK/KOUYEHa MO YMOMYAHMIO.

Ecnv HacTpoliku B pasgene HEAOCTYMHbI, TO CKkopee

BCEro Ball JIMLEH3VOHHBIM KoYeBOM aitn He noaaepXKvBaeT

' (cm. ). YT06bI

i % % npoBepuTb Tak NM 3TO, OTKpoiTe kmoyeBon dann (/local/

notesdata/drweb32.key) TekcToBbIM peaakTopoM M Hanaute
cneaytowyto ctpouky: LotusSpamFilter=No.

Y106b1 HacTpOUTb paboTy KOMNOHEHTa AHTUCNaM:

1.Y6eanTtecb, 4YTO BalWa Bepcusi NPOrpaMMbl MOAAEPXKMBAET
paboTy KOMMOHEHTa
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FnaBsa 4. AAMMHUCTpUpOBaHue

.Bbl6epMTe I'IpOd)VIJ'Ib, ONa KOTOPOro Bbl XXENaete HaCTpouUTb

BbISIBNIEHME CMaMa W 3alaute B pasfen HacTpoek npoduns
AHTUCNaAM.

BK/tOYeH. Ecnn HeT, TO
yCTaHOBUTE (hriaxxok BKJIKOUMUTDb B BEpXHEN YacTu dpeliMa.

. Ecnu Bbl  XOTUTE, 4TO6HI K TeMe cnam-coobuieHus

onpeneneHHon kateropuu aobaBnsncs npeduKc, yCTaHOBUTE
dnaxxok U3MEeHUTb TeMy HanpoTuB HYXHOM KaTeropuu. Bbl
MOXeTe 13MeHUTb npedukc B none seoga Mpedukc Temsl (No
ymonyanuio - [CMAM]).

.MoMumo poBaBneHus npecdukca K TeMe, Bbl MOXETE 334aThb

onpeaeneHHble [eicTBus ans Pas3nnNYHbIX KaTerOpVIf/’I cnama:

¢ MepemecTutb B 633y ANA cnama - 03Ha4yaeT, YTo CnaM-
coobuieHne 6byger nepemeweHo B 6a3ly  AaHHbIX,
yKkasaHHyio B nosie BBoga bBasa ana cnama (ecnu
yKasaHHylo 6a3y He yAaeTcsi HalTu, To cooblieHue 6ynet
[OCTaBMeHO nonyyaTento). Bbl Takke MoxeTe 3apaTb
onpeaeneHHyl0 Manky BHYTpU 6asbl AaHHbIX B Mone
Manka, 4Tobbl NepeMeLlaTb Crnam-coobLIEeHMS B 3TY narky
(ecnu ykasaHHyl0 nanky He yaaeTcsa Halutu B 6ase, TO
Cnam-cooblieHne Bce paBHO 6ydeT MnoMelaTbcsl B 3Ty
6a3y AaHHbIX, HO 6e3 onpeaeneHHON nanku).

e He npuMHMMaTb NMUCbMO - O3HayaeT, 4TO CnaMm-
coobuleHne byaer NpUHSATO CEPBEPOM U Cpa3y yaaneHo.
Monyyatenb He nonyymT coobLLeHuns, HO

COOTBETCTBYIOLUMI JOKYMEHT 06 MHUMAEHTe ByAeT co3aaH
B 6a3e Quarantine.nsf.

e MponycTuTb - 03HAYaeT, YTO HWKAKOro AEUCTBUS Had
coobuieHnem coeeplieHo He 6yper, u oHO byger
[OCTaBneHo nonyyatento (TeMa coObLiEHUs BCe paBHO
6yaeT M3MEHeHa, ecny ycTaHoBneH naxok U3MeHUTb
TEeMY).
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6. Korzga Bbl 3aKoH4UTE peAaKTMpOoBaTb NapaMeTpbl KOMMOHEHTaA

FnaBa 4. AAMMHUCTpPUPOBaHNE

B kauyectBe 6a3bl And XpaHeHUs Crnam-nuceMm  Bbl
MOXeTe Ha3HauuTb nbytlo 6a3y paHHbiX  Notes,
CO3A@HHYIO MO CTaHAApPTHOMY MOYTOBOMY LABMOHY,
Hanpumep, Mail7.ntf. [JononHutensHO, B KOMMeKTe ¢
mogynem Dr.Web noctaBnsetca 6asa  AaHHbIX
DrWebSpam.nsf, ycTtaHaBnvMBaemasi B mMoAkatanor
Drweb kaTanora gaHHbix cepepa Lotus Domino. 3Ta
6a3a AaHHbIX co3AaHa Mo wabnoHy, noxoxemy Ha 6asy

A KapaHTVHa W WHUMAEHTOB, W  MpepocTaBnser
HEKOTOpbIE OMOSHUTENbHbIE (YHKLMK, KOTOpble MOryT
6bITb yA06HbI Npu 06paboTke cnam-nmMceM: HEeCKOSIbKO
BWAOB  (pwunbTpoB,  ONOKMpOBKA  OT  yAaneHus,
aBTOMaTWyeckoe  yjaneHue  CTapbiXx — COOGLUEHWIA,
JocTaBka  coobueHns  nonb3oBaTtento  (OWKMH604HO
KMaccuduLMpoBaHHOTO  Kak  crmaMm),  BO3MOXHOCTb
pobaBneHuss otnpaeuTeneit B 6Genblii MM YepHbIN
CrMCOK.

AuTHCnaM, HXMUTE COXPaHUTD.

Ecnmn Kakue-nmbo  nmcbMa HernpasWIbHO pacrno3HatTcs
AHTMCNIaMOM, CnesyeT OTNPaBNsATh UX Ha CreumanbHble MoYToBble
afpeca, AN aHanv3a M MOBbIWEHWS KadecTBa paboTbl unbTpa.
MncbMa, OWMBOYHO OLIEHEHHbIE Kak CraM, OTMpaBnsiiTe Ha aapec
vrnonspam@drweb.com, a cnaM, He pacrno3HaHHbI CUCTEMON - Ha
agpec vrspam@drweb.com. Bce coobulenus creayeT nepecbinaTb
TOMbKO B BMAE BIIOXEHMS (@ HE B Tene nucbMa).
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FnaBsa 4. AAMMHUCTpUpOBaHue

YnpaBneHue rpynnamMmm KJIMEHTOB

Mo yMonuaHuto NpUMeHsieT napa-
MeTpbl CTaHAapTHOro npoduns Ko BCEM NoJb30BaTeNsaM. Eciu Bbl
)KENaeTe  UCMonb3oBaTb  NapaMeTpbl  Apyroro  npodwuns  Ans
onpefeneHHblX  nonb3oBaTteneir  (cMm.

), To pobaBbTe 3TUX NOSb30BATENEN B rpynny M HasHaybTe
AN Hee >kenaemblii npocdunb. TakuMm o06pasoM, Ans YNpoLleHus
paboTbl C kAMeHTaMu cepepa Lotus Domino Bbl MOXeTe pasgenvTb
MX Ha rpynnbl, Y KaXXAOW M3 KOTOpbIX GyAeT cBoii Habop napaMeTpoB
3aLUUTHI.

Y106b1 CO3AaTh rpynny U HA3HAUYMTb e/l onpeaesieHHbIn
npodunb:
1. BolibepuTe nyHKT Fpynmnbl B MEPAPXMYECKOM MEHIO U HaXMUTE

kHonky Co3gaTb MoA CMMCKOM rpynn B OCHOBHOM hpeiiMe
crpasa.

2.BeeanTte MM rpynnbl M HaxMuTe kHornky OK. HoBas rpynna
0TOo6pasunTCs Nog NyHKTOM FPynnbl B MEPapXMUECKOM MEHIO.
Y106b1 U3MEHUTb UMA FPYNMbI:

e BbibepuTe ee B MEPAPXMUECKOM MEHIO 1 BBEAWTE XKENaeMoe
uMs B none seoaa Ums.

[nsi »MeHW rpynnbl He [OMyCKaeTCs MCMOSIb30BaHWE CreaytoLmx
Lom cumBonos: '/ \ | ;" *,

3.B none YneHbl pobaBbTe MMeHa Lotus-rpynn c nomoulbio
KHOMKM [Jo6aBUTDb.

4.B none Mpodunb BbiGepUTE TOT Npodub, KOTOPbLIM Bbl
)KenaeTe HasHauWTb AaHHOW rpynne.

5.Korga Bbl 3akOHUMTE M3MEHSATb MapaMeTpbl FPynmnbl, HaXMUTE
KHOMKY COXpaHUTb.
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NMpoBepka 6a3 aaHHbIX Lotus Notes

B peanu3oBaHa BO3MOXHOCTb
CKaHMpOBaHWs AOKYMEHTOB B BblbpaHHbIX 6a3ax NSF no pacnucanuio,
a TaKKe 3anyck rpouecca CKaHMPOBAHUA BPYYHYHO MpuU MOMOLUM

PacnucaHMe  COCTOMT M3  3afiaHuii, KOTOpble  OMpeaenstoT
NepuoaMYHOCTb, AE€Hb U BPEMSI Hayana CKaHMpPOBaHMS, a Takke Te
6a3bl, KOTOpPbIE HEO6XOANMO NMPOBEPUTD.

Y106b1 CO3AaTHL 3aAaHME HA CKaHUpoOBaHue:

1. Bolbepute nyHKT CKaHep B MEPapXMYeCcKkOM MEHI0O U HaXMuTe
kHonky Co3paTb MoJ CMWCKOM 3afiaHuii B BEPXHEN MONOBUHE
dpeiima CkaHep (cM. wunnloCTpaumio Huxe). B cnucke
MoOSIBUTCS HOBOE HEaKTMBHOE 3ajaHue CO 3HaYeHUsIMKM MO0
YMOMYaHMIO.

serverlidrweb

=
|Bpems | Basa | Nepuonuunod Kaxauii | o6uerr |
VU 00:00  tnsf Kaxasit aekb Bee nokyMeHTE & Ba3e H
V0000 et K aere Be AokyrenTe & ase

HacTpoKw CKaHWp 0B aHua

¥ Briownte,

e T "
Ofbextat NPT

2. BbibepuTe co3aaHHOe 3afiaHne M YKaXWUTe ANS Hero napameTpsbl
NEPUOAMYHOCTY, AHS W BPEeMEHM Hadana CKaHMpOBaHWs
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(HWkHAS vacTb ¢peiima CkaHep). 3aTeM BHecuTe 6a3bl,
[AOKYMEHTbI B KOTOPbIX Bbl X€naeTe npoBepuTb, B CMMCOK. Ans
3TOro BOCMOJb3yHTeCh kHOMKOM [lo6aBuUTb U  Bbibepute
HeobxoauMble 6a3bl.

[ns KaXkaon nanky Bbl MOXeTe BblbpaTh Kak OTAesbHble 6a3bl, Tak
P, 5 1 [obaBUTb B CMUCOK BCe 6asbl U3 3TOM nanku, BbIGpaB MyHKT *.
nsf.

3. B BbinajaoleM MeHio O6beKTbl Bbl MOXETe Bbl6paTb, XOTUTE
NW Bbl CKAHMPOBATb BCE AOKYMEHTbI B YKasaHHbIX 6asax Wiu
TOMbKO Te, KOTOpble 6biMM CO3AaHbI UMW U3MEHEHBI C MOMEHTA
NOCNEAHEr0 CKaHUPOBAHMSA (T.€. BbINOJHATL UHKPEMEHTaNbHOE
CKaHWpOBaHWe, NMpU KOTOPOM MOXHO CYLLECTBEHHO CIKOHOMUTb
BPEMS U BbIUUCIUTENBHBIE PECYPCHI CEpBepa).

Ecnm Bbl BbibepeTe MpoOBEPKY TOMbKO HOBbIX W U3MEHEHHbIX
[IOKYMEHTOB W MpW 3TOM He 06Hapy>XWT BpPefOHOCHYIO
nporpamMMy B 3apa>X€HHOM [OKyMeHTe U3-3a YCTapeBLIMX BUPYCHbIX
1 6a3, TO 3TOT [OKYMEHT Hukorga He OyaeT nepenpoBepeH npwu
£ ® %  VHKpPEMEHTaslbHOM CKaHWPOBaHWM, eCiM TONMbKO OH He 6yaer
nm3MeHeH. [lo3TOMy  pekoMeHayeTcs  perynsipHo  OBHOBNSTb
BUPYCHble 6a3bl M MPOU3BOAWTL MOJSIHYIO PY4YHYIO MpOBEpPKY (He

pexe, YeM pas3 B Heaenio).

4.Korga Bbl 3aKOHYMTE HacTpavBaTb MapaMeTpbl 3ajaHus,
ycTaHoBUTE NaXok BKAKOUMTb, 4TOObI 3adaHuWe CTasno

AKTUBHbIM.
Kaxaylo MUHYTY CBEpseT MapaMeTpbl BCEX aKTUBHbIX
3afaHwii B cnucke. Ecnm napaMeTpbl Kakoro-nnbo 3afaHus CoBnaaaloT
C TEeKYLIMM 3HayeHueM [AaThl U BpeMeHu, TO HauuHaeT

NpOBEPKY [OKYMEHTOB B YKa3aHHbIX 6a3ax.

YT106bl 3aNyCTUTb NPOLIECC CKAHUPOBAHUS BPYUHYIO:

e Bblbepute HeobxoaMMOe 3aaaHne M3 CMUCKA U HAXXMUTE KHOMKY
3anyctutb. 3agjaHue 6ydeT 3anyweHo wu HayHeT
NnpoBepsTb AOKYMEHTbl B YKasaHHbIX 6a3ax NSF B Teuenue 1
MUHYTbI.
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Y106bI1 32 BEepLWNTb CKaHNpoBaHue:

e Boblbepute 3agaHune n Haxxmute Cton (Ha 3aBeplueHue npolecca
CKaHVMPOBaHMSI MOXET YUTW 0 1 MUHYTHI).

Bbl MoxeTe 3anyckaTb UM OCTaHaBnuBaTb foboe  KOMMYecTBo
3afjaHuii, He3aBMCMMO APYr OT Apyra.

Korgpa Bbl 3akoHuYMTe HacTpamBaTb 3adaHusl Ha CKaHWPOBaHue,
HaxMuTe COXpaHUTb.
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YnpaBneHve KapaHTUHOM

KoMmnoHeHT KapauTtuH - 3T0 cnyxebHas 6a3a (quarantine.nsf),
KOTOpasi  WCMONb3yeTcs  ANs  M30ASUMM  MHGULMPOBaHHBIX U
nofo3puTENbHLIX  06bEKTOB. 3TU  06bekThbl MomellaloTcs  Tyda
MoHuTtopoM wnu CkaHepoM B BuAe [OKYMEHTOB, €CiM WM
Ha3HaueHo aelicTeue MepemelleHne B KapaHTUH.

®peiiM pasgena KapaHTUH (CM. WTIOCTPaUMIO HUXE) COCTOMT U3
CMMCKa OOBEKTOB, HaXOAAWMXCA B KapaHTMHE M psida HacTpoek Ansi
yrnpaBneHns 3TUM CMMCKOM M AOKyMeHTamm B 6ase quarantine.nsf.
YTobbl OTCOPTUPOBATL CMMCOK COrMacHO onpeaeneHHOMY KpUTEpMIO,
Ha)XMWTE Ha 3aro/I0BOK COOTBETCTBYHIOLLEN KOJTOHKM CMMCKa.

azhebelidrweb

DunbTpayus

DunbTp: = 5 _ownere | Modwnerpy | Owerire

Yucrra

VANATE A0KMENTE BTapWE 100 aneit [
ABTOMATHNECKA YASNATE AOKYMEHTEI CTaDWE L

Dﬁﬂusm:l Qnanm:l EnoKMDuEan:l CoxpaHiTe waﬂj

[Bata ¢ |oTnpasuTens ¢ [Nonysarens ¢ [Terma ¢ |@aiin & [Bupys & [Mrin Gasm <

»

CoxpanuTs
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B rpynne HacTpoek ®unbTpaums Bbl MOXeTe OThUNbTPOBaTL 3anucu
B Crnucke, 4TOBbl TaM OTOBpaxanucb TONMbKO [OKYMEHTbl C
onpeaeneHHoN aaToil, TMNOM BUpYyca U T.4.

Y106b1 OT(PUILTPOBATL CIIUCOK:

1. Bblbepute TN ¢GUNbTPA B BbINAAAIOWEM MeHIO PUALTP U
YKaXUTe 3HaueHue Ans 3Toro ¢hunbTpa B Nose BBOAA PSLOM.

2. Haxxmute kHonky ®unbTp unn Mo punbTpy:
o OUALTP - OTMUNLTPOBATL BCE AOKYMEHTbI B
e Mo punbTpy - OTOUNLTPOBaTL TOMBKO TE AOKYMEHTSI,

KOTOpble yKaszaHbl B CriMcke (ecnu hunbTpauus K Crmcky
y>Xe NPUMEHSNAch).

®OunbTpbl MPUMEHSIOTCA He K CaMuMM obbekTaM, a K 3arnucaM B
cnvcke. YTo6bl YBUAETL MOMHBIN CNCOK 06bEKTOB 6e3 hunbTpoB,
HaXXMUTE KHOMKY OYMCTUTD.

B rpynne HacTpoek YuCTKa Bbl MOXeETe YyAanuTb W3 KapaHTUHa
O6'be}(TbI, KOTOpblE HaxoAWUCb TaM 6onbLue onpeaeneHHoro
KONMYECTBA AHEN.

Y106bI NOUNCTUTb CNIUCOK:

o YKaxute TpebyeMoe KOMMYECTBO AHENW W HaXKMUTE KHOMKY
O4YnCTUTH.

Ytobbl yaammute M3 6a3bl kapaHTWHa BCe [OKYMEHTbI, BBeauTe
3HaueHne 0 pgHel B pas3gene Yucrka. B 3ToM cnyyae, npu

A% % HaXaTum KHOMKM OYMCTUTB, NMpPOrpaMMa CripocuT Bac, YBEPEHbI 1
Bbl, YTO XOTUTE YAA/NTb BCE A@HHbIE U3 KapaHTMHA.

Tarke, Bbl MOXETE 3aAaTb OMNpeAeNeHHOe KOMYECTBO AHEN B Mose
ABTOMaTMYECKM YAANATb [OKYMEHTbl CTaplie MW YCTaHOBUTb
¢dnaxok BknounTb, YTOOHLI yoanatb  cTapble  06bekThl
aBTOMaTMYeCKU.  ABTOMATMYECKOE  YyAaneHWe  [OKYMEHTOB U3
KapaHTuHa BbinosiHsieT areHT Automatically delete objects B 6aze
quarantine.nsf. 1o yMon4YaHWiO 3TOT areHT 3anyckaeTcs Ha cepeepe
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FnaBsa 4. AAMMHUCTpUpOBaHue

kaxabll aeHb B 01:30 HOuM. Bbl MOXeETe M3MEHWUTb MapaMeTpbl ero
3anycka, WCnonb3ys CTaHaapTHble cpeactBa Lotus Domino (cm.
AokymeHtaunto  IBM Lotus Domino:

).
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FnaBsa 4. AAMMHUCTpUpOBaHue

YT106bl YyAANMTb JOKYMEHT U3 6a3bl KapaHTUHaA

e Bblbepute 3TOT [OKYMEHT M3 CMMCKA M HaXMUTE KHOMKY
Yaanuto.

YT0o6bl COXpPaHUTb O6GBEKT, KOTOPbIM NOMELlEH B
KapaHTMH, Ha )KECTKOM AuCKe:

1. BbibepuTe 06bEKT B CrmCKe.
2. HaxmunTe kHomnky CoxpaHuTb aiin, 4ytobbl OTKPbITb OKHO C
JIEPEBOM 06BEKTOB (DaiifIoBOW CUCTEMBI.

3. Bolbepute nanky, B KOTOPYIO Bbl XOTUTE COXpPaHWUTb O6BLEKT U1
HaxkxmuTe kHonky OK.

Yto6bl AOKYMEHT Henb3s 6bII0 yAanuTb HU
ABTOMATUUYECKHU, HU BPYUHYIO:

e Boblbepute ero B cCnucke M HaxmuTe KHOMKy BnokupoBka.
MoBTOpHOE HaXkaTue pa3bnokupyet BbI6paHHbIV
3a6710KMPOBAHHbIV JOKYMEHT.

Cnncok aBTOMaTUYECKN OBHOBNSAETCA Kaxable 12 yacoB, OAHAKO Bbl
MOXeTe caenaTb 3TO BPy4YHylO B /t06Oe BpeMsi, HaXaB Ha KHOMKY
O6GHOBUTD.

Mpouecc OGHOBNEHWS] MOXET 3aHsTb HEKOTOpoe BpeMmsi (40
e HECKONbKMX MWHYT) B 3aBMCUMOCTM OT KONMYECTBa OOLEKTOB B
L]

KapaHTUHe.

KHonka CoxpaHUTb NOA CMWCKOM MCMOMb3yeTcs ANsl COXpaHeHust
U3MeHeHWit Bo dpelime KapaHTUH.
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MpocMOTP CTaTUCTUKH

KoMMnoHeHT cobupaeT MHGOopMaUmIo 0 BCeX COBbITUSX,
KacaloLLMXCS OCHOBHbIX (DYHKLMIA

(06Hapy)eH1e MHMUUMPOBaHHbLIX 06bEKTOB, MPUMEHEHWE AEUCTBUN K
HUM, cunbTpaums cnama u T.4.). [ns npocMoTpa 3Toi MHdopMaumm
BblbepuTe nNyHKT CTaTUCTMKA B WEPApXMUYeckoM MeHlo. Pasgen
COCTOWT U3 ABYX BKTAlOK:

e CTaTUCTMKA - COAEPXWUT KpaTKyl0 CBOAKY O TOM, CKOJIbKO
06BEKTOB NPOBEPEHO, CKOJIbKO M3 HUX MHMDULMPOBAHO, CKOMbKO
BblfievyeHo U T.4. (0BHOBNEHUE AaHHbIX CTAaTUCTMKU MPOUCXOANT
NMpu BO3HWKHOBEHMM COGLITMS, HO He uYale, 4Yem 1 pa3 B
MUHYTY).

e MHUMAEHTBI - COAEPXMT CMUCOK [AOKYMEHTOB, B KOTOpPbIX
3anucbiBaeTcs MHMOPMauUMs 0 COBbITUSX

(obHapyxeHune Bupyca wamn cnama u T.n.). Mo
3TUM [OKYMeHTaM (OpMUPYIOTCS OTYETbl (CM.

Hactpoiikn Bo Bknaake WMHUMAEHTbl MOXOXW Ha HAacTPOMKM B
pasgene KapaHTuH (cM. ). Bbl moxeTe
OThUNbTPOBaTb AOKYMEHTbI B Crncke, 4ToObl TaM OTOBpaXkanucb
TONbKO [JOKYMEHTbI C ONpefeneHHoN AaTol, TUMoM Bupyca 1 T.4.

Y106b1 OT(PUILTPOBATD AOYMEHTDI:

1. Bblbepute TMN ¢GUNbTPA B BbINAAAIOWEM MeHIO PUALTP U
YKaXUTe 3HaueHue Ans 3Toro ¢hunbTpa B Nose BBOAA PSLOM.
2. Haxxmute kHonky ®unbTp unn Mo punbTpy:

o ®OUAbLTP - OTHUNLTPOBATL BCE AOKYMEHTLI

¢ Mo punbTpy - 0THUNLTPOBATL TOMBKO TE AOKYMEHTbI,
KOTOpbIE YKasaHbl B crivcke (ecnn punbTpaums K Crmcky
y>Ke NMpUMeHsnach).

Ytobbl yoanuTb M3 CnvcKa WHUMAEHTOB AOKYMEHTbI, NposieXxasline
TaM 60siblLLe OMnpeaeneHHOro KOJIMYECTBA AHEW, YKaXKUTE 3TO B rpynne
HacTpoeKk YncTka 1 HaXXMUTE KHOMKY OYUCTUTD.

B aToi xe rpynne HaCTpoeK Bbl MOXETE 3aAaTb KONMYECTBO AHel ans
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aBTOMAaTMYECKOro yzaneHus 06beKTOB, MPONEXAaBLUMX B KapaHTUHE
6orblle  OnpeaeneHHOro  KonMWYecTBa  AHeW.  ABTOMaTMYeckoe
yAaneHne [OKyMeHTOB BbinosnHseT areHT Automatically delete
objects B 6a3e quarantine.nsf.

Mo yMOSYaHUMIO 3TOT areHT 3anyCcKaeTcsl Ha CepBepe KaXabli AeHb B
01:30. Bbl MOXeTe M3MEHWTb MapaMeTpbl ero 3arnycka, WMCMosb3ys
CTaHaapTHble cpeacTea Lotus Domino (cM. gokymeHTaumto IBM Lotus
Domino:

).

Y106bI YAQNNTb AOKYMEHT U3 CMMUMCKa MHUNOEHTOB:
° Bbl6epMTe €ro B CNUCKE N HAaXMUTE KHOMKY YAaNUTb.

Yto6bl [AOKYMEHT Henb3s 6bII0 yAanuTb HU
ABTOMATUUYECKHU, HU BPYUHYIO:

e Bblbepute ero B cCrnuMcke M HaxmuTe KHOMKy BnokupoBka.
MoBTOpHOE HaXkaTue pa3bnokupyet BbI6paHHbIV
3a6710KMPOBAHHLIV JOKYMEHT.

Cnncok aBTOMaTUYECKN OBHOBNAETCA Kaxable 12 4yacoB, OAHAKO Bbl
MOXeTe caenaTb 3TO BPy4YHylO B /t06Oe BpeMsi, HaXaB Ha KHOMKY
O6GHOBUTD.

Mpouecc OGHOBMEHWSI MOXET 3aHsTb HEKOTOpoe BpeMmsi (40
e HECKONbKMX MWHYT) B 3aBMCUMOCTM OT KONMYECTBa OOLEKTOB B
6a3e MHUUAEHTOB.

KHonka CoxpaHUTb MNOA CMWCKOM MCMOMb3yeTcs Ansl COXpaHeHust
U3MeHeHuit Bo ¢pelime CTaTUCTHKA.
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YnpaBsieHue oTyeTaMm

B Dr.Web pans IBEM Lotus Domino peanu3oBaHa BO3MOXHOCTb
€O3[4aHNsa OTYeTOB O paboTe aHTUBMPYCHOrO MOAYNS. ITWU OTYETHbl O
pasnnuHbIX TUMNax WMHUMAEHTOB MOIYT MOCLUIATLCA Ha YKas3aHHble
appeca B Buge HTML-aitnos, MNpUNOXeHHbIX K nucbMy. OTYETb
OCHOBaHbl Ha CMMUCKe AOKYMEHTOB BO Bklaake UHUMAEHTbl pa3gena
CraTucTmka (CM. [1poCcMOTp CTaTnCTUKM).

HacTpolika paccbiiki OTYETOB OCYLLECTBISIETCS B pasgene OTueTbl
(CM. MNICTPaUMIO HUXE).

OTyersl

azhebelidrweb

Gopruposars| OfnosuTs

OTver ¢ Monyvatens [ Nnei [Pacnucanwe | B kako ac
Boe WHUMAEHTE Drvveh Admin 1 Kaxasli AeHb =
Mocneanme supycs! Dreb Admin 1 Kaxae aere
MHUMAEHTEI NO NOMY4aTENAM Drvveh Admin 1 Kaxasii AeHb
Konmsecrso cnams Dreb Admin 1 Kasaii ners
Monyunewne Sonewe ecero eupycee Driveb Admin 1 Kaxasii nere
Monysmsuse Sonbwe scero cnara DWVED Admin 1 Kasaii ners -

. >

Moura Bce uHUMAEHTH

Tema: I

Monyerens: [Dryeb Admin Hobasuts
Pyunoe dopMuposanne
¢ [o1os2007 ] Mo [oaezooe e

ApTomaTmueckoe hopMupoBanue
™ Brawuute

Dopumposare capwe |1 e

Mepnamsnocs [Kavaobiaene x| Beswausiana 1300 )

CoxpaHnTs
B BepxHel 4yacTu dpeliMa OTUYETbI HAXOAWUTCS CMKWCOK W3 LUECTM
TUMOB OTYETOB, KOTOPbIE Bbl MOXKETE HACTPOUTD:

e Bce MHUMAEHTDI
e MHUMAeHTbI NO nonyyaTensim
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MNMocnenHue Bupycol

KonunyecTtso crnama

Monyumslume 6onbLUe BCEro BUPYyCOB
Monyumslumne 6onblue BCcero cnama

B rpynne HacTpoek MouTa noa CrUCKOM TWUMOB OTYETa Bbl MOXETE
yKa3aTb TeMy W NonyyaTesneii NnucbMa C 0TYETOM B Mossx BBoga Tema
n Monyuatenun. B KayecTBe nonyyaTeneil Bbl MOXETE YyKasaTb
OJHOT0, HECKOMIbKUX UK PYNMy KIMEHTOB cepBepa Lotus Domino.

YTo6b1 fO6aBMTL NONyyaTeNei:

e Haxmute kHomky Jlo6aBUTb U BbIGEpUTE UX B OTKPbIBLUEMCS
AVanoroBoM OKHe.

B rpynne HacTpoek PyuHoe ¢popMUpOBaHME Bbl MOXKETE HAaCTPOUTH
AaTbl MHUMAEHTOB, AN KOTOPbIX Bbl XXENaeTe BpYyYHYyl pa3oc/iaThb
BbIOPaHHbI TUM OTUYETOB.

YT106bl pa3ocnaTh OTYETbI BPYUHYHO:

1. BblbepuTe XXenaeMmblit TUM OTYETOB.
2. YkaxwuTe avana3oH gat B nonsx C v Mo.
3. HaxxmMuTe KHOMKY POpMUpOBaTb Haz CIMCKOM TUMOB OTYETOB.

B rpynne HacTpoek ABTOMaTuuyeckoe (hOpMMpPOBAHUE Bbl MOXKETE
3a4aTb pacnucaHve AN aBTOMaTUYECKOW pacChiiki BbIGpaHHOTO TUMa
OTYETOB.

YT06b1 BK/IIOYUTb PAaCcCblJIKY OTHETOB MO PAcNMUCaHUIO:

1. YcTaHoBuTe (naxxok BkoumTb.

2. YkaxwuTe KOJINYECTBO QHen, npeaLwecTsoBaBLUMX
CEeroAHslIHeMY, [ANSA KOTOPbIX Bbl >XefaeTe reHepupoBaTb
oTyeThbl (T.e. ecnu ykasaTb «1», To B oT4eT 6yayT BKIIOYEHDI
TOMIbKO BYepalHWe WHUMAEHTbl; «2» - WHUMAEHTbl 33
nocnegHue Aea AHA U T.4.).

3. 3apaiiTe NEPMOAMYHOCTb, AaTy U BPEMS PacChblikM OTUETOB.

4. Haxxmnte CoxXxpaHUTD.
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3afaTb aBTOMATUYECKYID PACCbiIKy OTYETOB MO PacrmcaHuio Ans
VHUMAEHTOB,  NPOM30LLEALLIMX B TEUEHME TEKYLIEero [Hs,
HEBO3MOXHO. EC/M Bbl XOTUTE MocnaTb OTYET C MHUMAEHTAMM 3a
CErofiHAWHUA AeHb, TO CreHepupyiTe ero, ykasas AManasoH C
CeroaHsilLHel AaTtoii B rpynne HacTpoek PyuHoe chopMupoBaHue.
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Benexnune XXypHana CobbiTun

XypHan cob6biTnii MOXeT MCnonb30BaThCs ceTeBbIMU
aAMUHUCTPATOpaMK ANsi KOHTPONS COOLITUIA, MPOUCXOASIUMX B XOAE
pabotbl Dr.Web pgna IBM Lotus Domino (ocobeHHO ecnv B CeTu
pabotaeT 6onee opHoro cepsepa Lotus Domino). Ynpaenenue
Wypuanom  cobbiTii  OCYLLECTBNSETCS M3 OAHOMMEHHOrO
nogpaszena B MyHKTe uMepapxudeckoro MeHio  HacTpouku.
AOMUHUCTPATOP MOXET BblbpaTbh COObITUSA, MHPOPMaLMA O KOTOPbIX
3aMuCbIBaeTCs B XXypHan, a Tawkke 6a3ly AaHHbIX, B KOTOpPOM 3Ta
nHdopmaums byaet XpaHUTbCS.

trator Console - 18M Lotus Notes
Fle Edt Vew Creste Adions [t Toos

T = & -

YT106b1 HAaCTpOUTbL BeaeHue XXypHana cobbiTuii:

1. Bbibepute nyHKT HacTPOMKM B MepapXMyeckoM MeHI0 W
OTKpoWTe paszaen XXypHan cobbiThii.

2. YcTaHoBuTe (naxok BecTun xxypHan B 6a3e gaHHbIX.

3. Bbl MOXeTe ykaszaTb no4vToBbIi aapec 6a3 NSF, B koTopble 6yaeT
3anucbiBaTbCs MHdopMaums, gobasnss ux B none Monyyatenun
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npv nomoLLy KHomku Jlo6aBuTb. /1o 3TOro He06X0AMMO 33aaThb
MOYTOBbIN aApec A/is XKenaeMoi 6asbl AaHHbIX:

1)3anyctute knmeHT Domino Administrator.

2)Bbibepute cepeep M OTKpoiTe Bkiaaky People and
Groups.

3) Boibepute nyHkT Mail-In databases and resources.
4) Haxxmute kHorky Add Mail-In Database.

5) Bbibepute nMsa 6a3bl aHHbIX, YKaXUTE MOYTOBLIN IOMEH
n cepBep.

6) B none File Name ykaxute DriWeb/DrWebLog. nsf.

@ Dr.Web Events Log - IBM Domino Administrator o

—infxi

Fle Edt Yew Create actions Text Help

] MHEEEET )

[ TESTLAB Domain | ] Ditweh Admiistrator Console 3¢ [ £ D-tw/eb Admiristrator Lag 3¢ 1|7 Drweb Events Log x|
7| @save 2 0iose EDaet Certficates... (X)cancel

;“J Mail-In Database: Dr.Web Events Log
| Basics | cther | Comments | sdministration |
Mail-in name: " Drweb Events Log Dornain: “testlab
Descriptin: Ta Server. 7 stmokeTHestlab o]
Internet Addre ss: "4 File name: “ DrwebiDiwebLag.nsts
Internet e ssage “No Preference =1
storage:
Encryptincoming mail: Mo =1

Person's certified public key.

LI 2](S2 <) (05 4)(onine D=

7) CoxpaHuTe AOKYMEHT U cpennmuupyiite daiin names.nsf
Ha apyrve cepsepa Lotus Domino B AomMeHe (ecnu ux
6onbLue 0aHOrO).

4.B rpynne Hactpoek CobbiTMs Bbl MOXeTe CHOpMMpPOBaTb

CMMCOK COBbITUIA, UH(OPMaLIMSt O KOTOPbIX AO/MHKHA MOMaAaTh B
XypHan. Kdhonkamn [o6aButb 1 Yganutb Bbl  MOXeTe
pedakTMpoBaTb COCTaB CMMCKa, a HaxaTue Ha  KHOMKy
OUMCTUTD YO3NIUT U3 HEro Bce CobbITus.

Haxmute COXpaHMTb, 4TO6HI NPUMEHUTb BHECEHHbIE U3MEHEHUA.
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Hacrpouka ¢punbTpoB 6a3 gaHHbIX U
3N1IEKTPOHHbIX afpecoB

OUNbTPLI UCMONbL3YIOTC AN 3aAaHust 06X OrpaHWMyeHuin paboTsl

OHM HacTpauBalOTCs B
noapasaene ®unbTpbl (NyHKT HacTpoiiku), KoTopbili pasaeneH Ha
ABE BKNIAAKW:

. No3BONSIET 33faTb CMMCOK 6a3 AaHHbIX NSF,
KOTOpble AO0/MKHbl  ObITb  BK/IKOYEHbI MW UCKITIOYEHBI U3
npoBepKu .

. Mo3BoNsieT co3aaTb 6enbii UM YepHbIn

CNNCKN 3NEKTPOHHbIX aapecoB.

Bbl MOXeTe 3apaTb CMMCKM BPYYHYHO (B COOTBETCTBYHOLWMX BKIagKax
pasgena ®uibTpbl) WX BOCMONb30BATbCS BO3MOXHOCTbIO MMMOpPTa
[aHHbIX M3 TekcToBoro daina. s CNUCKOB BKITIOYEHMS/ MCKITIOYEHMS
6a3 AaHHbIX U3 MPOBEPKU Ha KaXAOW CTpoke aina 3anucbiBaeTcs
OTHOCUTENbHBIN NyTb (B KaTanore DATA) 1 nonHoe uMmsa dainna unm
Macka. Hanpumep:

mail/gendir. nsf
trustbase/*. nsf

Ona L-IepHOFO/6(EJ'IOFO CNMUCKa aHTWUCMaMa Ha  Kaxxaom CTpoke
3annCbIBaETCA SHEKTpOHHbIVI agpec unu macka. Hanpumep:

spamerl@spam. ru
*@spamers. ru
spamer2@spam. ch

YT106b1 UMNOPTMPOBATb AdHHbIE U3 (paiiia B CNIUCOK:

1. Bbibepute nyHKT HacCTPOMKM B MepapXMyeckoM MeHI0 W
oTKpoWTe pasaen ®UnbTpbl.

2. HaxkmuTe kHonky MMNOPT B HUXXHEN YacTu pasaena.

3.Bblbepute OAMH M3 YETbIPEX TWUMOB CMMCKAa, B KOTOPbLIN
Heo6X0IMMO MMMNOPTUPOBATb AaHHbIE U3 daiina.

4. YkaxuTe nyTb U uMs aitna ans uMnopTa.
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5. HaxxmuTe kHOonky AMnNopT.

Bo Bknazgke Pe3ynbTaT Bbl MOXETE MPOCMOTPETb WMHGOPMaLMIO K
CTATUCTUKY MO MOCNEAHEMY MUMMOPTMPOBaHHOMY caliny.

OunbTp 6a3 AaHHbIX

Mo yMonyaHuto

npoBepsieT «Ha NeTy» Bce 6a3bl NSF, kpoMe HEKOTOPbIX Cy>XeOHbIX
6a3 cepsepa Lotus Domino. lMpu noMowm crnvMckoB BxirounTtb 1
Uckmounts BO Bkagke basbl pasgena ®uabTpbl  (MYHKT
Hacrpoiiku) Bbl MOXeTe 3afaTb CBOM OrpaHuYeHust paboTol

Cnnckv Bkmrountb 1 UCKNOUUTD BAMSIIOT TONbKO Ha paboTy
[ 1 He MPUMEHSIIOTCS K 3ajayaM ckaHupoBaHust 6a3 NSF
Lm0 BPYYHYIO WM MO pacnucaHunio (CM.
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Y106b1 HacTpouTb (hunbTp 6a3 AaHHbIX Lotus Domino:

1. YcTaHoBuTe (hraxxok BKAOUMTb (PUABTPALUIO B BepXHEN
yacTu Bknagkv basbl.

2. Haxmute kHomky Jlo6aBuTb psSiAOM C COOTBETCTBYHOLUMM
cnuckoM, BblbepuTe 6a3y B AManoroBom okHe u Haxmute OK.

e B CrnuMcok Bkaroumtb pobaensiorcs  6a3bl,  KoTOpble
ABNSAOTCS 06513aTeNbHBIMM K MPOBEpKe (6a3sbl,
He YyKasaHHble B Cnucke BxkouuTb, nposepsaTbcs HE
BYAYT);

e B crnncok WUcknrountb pobasnsiotcs 6a3bl, KOTOpble
JO/MKHbI  ObITb  UCKMIOYEHBI M3  MPOBEPKU
(6a3bl, He ykasaHHble B crnucke Wcknwouutb, BYOYT
NpoBepsATLCS).

Bbl Takke MoxeTe 406aBNSTb B CMUCKW LWAGMOHBI NyTel, T.e. NyTu
K Mnankam, coaepXalm Heobxoaumble 6a3bl, OKaHYMBatOLMECs
cneaytowelt kombuHauven cumeonos: *.nsf. Hanpumep, ecnn Bbl
ykaxeTe nytb mail\*.nsf, To B cnmcok 6yayT nobaBneHbl Bce
6a3bl NSF B nanke mail katanora AaHHbIX cepBepa (6a3bl B
noanankax fobasneHbl He 6yayT).

Y106b1 Yyaanutb 6a3y u3 cnucka:
e Bbibepute ee 1 HaxmMute YaanuTb.

YT106b1 OUMCTUTD CNIUCOK:
e Haxmute OYNCTUTD.

Koraa Bbl 3aKOHUYWTE COCTaBAThb CMMCOK, HaxmuTe COXpaHUTb. Mpu
3TOM W3MEHEHMS BCTYMAT B CUY Yepe3 1 MUHYTY Noc/e CoXpaHeHus.
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YepHbiii 1 6enblii CNUCKU 3/IEKTPOHHbIX afpecoB

Bbl MOXeTe COCTaBWUTb YepHblid U 6Genblii CMUCKU  3MEKTPOHHbIX
appecoB (appecoB, KOTOpbIM Bbl He [oBepsieTe unM, Haobopor,
[oBepsieTe) BO Bkaake AHTMcCNAM nogpasgena ®uabTpbl (NYHKT
Hacrtpoiikm).

Y106b1 fO06ABUTL aapec B CNUCOK:

1. YcTaHoBuTe (naxxok BkounTb.

2.Beeaute agpec unM wMMA OOMeHa B MNone BBoda NoA
COOTBETCTBYHOLWMNM CMUCKOM.

3. HaxxmnTe [lo6aBUTD.

[JobaBnaiTe agpeca, KOTOpPbIM Bbl [AoBepsieTe, B 6enblid  CMUCOK
(MucbMa C 3TWX aapecoB He 6yayT NPOBEPSTLCA Ha HaAMuMe cnama),
a aapeca, KOTOPbIM Bbl HE AOBEPSIETE - B YEPHbIA CNIMCOK (MUCbMaM C
3TUX aapecoB 6yaeT 6e3 NpoBepkM MPUCBaMBaTbCA CTATyC TOYHO
cnam v K HUM 6yayT NpUMeHeHbl AeCTBUS, HAaCTPOEHHbIE B pasderne
AHTMCNAM 4715 TUCEM C TaKUM CTATYCOM).

Mpwn pobaBneHwy agpecoB M UMeH AOMEHOB Bbl MOXETE 3aAaBaTb
X B Buge wWabnoHoB. [ns 3TOro Bbl MOXeETe Mo/b30BaThCs
cumBonioM ¥, [llabnoHbl  NO3BONSIOT  3ajaBaTb  AManasoH
3MIEKTPOHHBIX aApecoB MM JOMEHOB (Hanpumep, 3anuce *@mail.
com o3HayvaeT 6ot agpec 13 soMeHa mail.com).

Y106b1 YAanuTb agpec u3s crnucka:
e Bbibepute €ro n HaxmMMTe Yaanurhb.

YT106b1 OUMCTUTD CNIUCOK:
e Haxmute OYMCTUTD.

Koraa Bbl 3aKOHUYWTE COCTaBAThb CMMCKM, HaxmuTe COXpaHUTb. Mpu
3TOM WU3MEHEHMS BCTYMAT B CUAY Yepe3 1 MUHYTY Noc/e CoXpaHeHus.
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O6HOBNEHMe BUPYCHbIX 6a3

[ns aBTOMaTM3auUMM MONYYEHUSI U YCTAHOBKU OGHOBNEHUI BUPYCHbIX
6a3 n 6ubNMoTEKM aHTUCNaMa peKOMeHAYETCS UCMOMb30BaThb
Moaynb copepxutca B nakeTe drweb-updater,
KOTOpbIA BXOAWT B COCTaB MpoOAyKTa
. npeactaenser coboit ckpunT,
HanucaHHbIM Ha sa3blke Perl, kOTOpbIM HaxoAMTCs B AMPEKTOPUM,
coaepxalleli ucnonHsiemble ainbl NporpaMMHoOro komnnekca (no
ymonyaHuio: /opt/drweb/update.pl).

HacTpoiiku XpaHsTca B cekumn [Updater]
rMIAaBHOrO KOHMUrypaumoHHoro daina (no ymonyanuio: /etc/drweb/
drweb32.ini). [na ucrnonb3oBaHWs ApYroro KOHMUrypaLMOHHOMO
daiina NonHbIM MyTb K HeMy Heo6XoAMMO YyKasaTb MapamMeTpoM
KOMaHAHOV CTPOKM Mpw 3anycke CKpunTa.

Mpn ycraHoBke naketTa drweb-updater co3gaetca 3apgaHve Ha
nepuvoandeckuin (pa3 B Mon vaca) 3anyck ckpunta update.pl c
MOMOLLbI0 CTaHAAPTHOrO nnaHupoBWwMka (cron). [ns 3Toro B
katanore [etc/cron.d co3gaercs (aiin drweb-update co
CrefytoLen CTpoKoi:

*/30 * * * * drweb /opt/drweb/update. pl

Mpu obHoBneHnn 6Gubnuotekn aHtucnama (libvaderetro.so)
NPOUCXOAUT CneaytoLlee:

1.Ckpunt o06HOBNEHns nepegaet curHan SIGHUP pemoHy
drweblotusd, ucnonb3ys ero PID u3 daina drweblotusd.pid
(nyTb k 3TOMy dhaiiny 3ajaH B napametpe Lotusdpidfile B
daiine drweb32.ini).

2. lemoH drweblotusd konupyeT HoByto Bepcuio 6ubnunotekn B /
var/drweb/lotus/libvaderetro.so.cache u 3arpyxaer ee B
namsaTb, yaansas npu 3ToM CTapyto BEPCUIO.
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AKCNOpPT/UMNOPT KOHPUrypaumm

B NpeaycMOTpeHa BO3MOXHOCTb
COXpaHATb TeKylLyto KoHdUrypaumio B daiin ¢ Lenbto nocneayiowero
MCMOJNb30BaHNS HacTPOeK Ha ApyrX cepeepax C YCTaHOB/EHHbIM
AHTVBMPYCHbIM MOZY/EM.

YT06b1 3KCNOPTUPOBATb TEKYLLUE HACTPONKHK:

1. OTkpoiite .
2. BblbepuTe NyHKT C Ha3BaHWEM CepBepa B MEPapXUYECKOM MEHIO.

3. OTkpoiTe MeHio Actions B BepxHeli 4acTh OkHa knveHTa Lotus
Notes u Bbibepute nyHkT Export.

4.B nosBMBLUEMCS OMANOroBOM OKHE YCTaHOBUTE  (PnaXok
BKIIOUMTb 1 3ajaliTe NyTb U UMsI BbIXOAHOTO chalina B pasaene
dkcnopT koHbUrypaumii.

5. HaxxmuTe dkcnopr.

YT06b1 MMNOPTMPOBaATb HACTPOIKM U3 (haina:

1. OTkpoiite .
2. BblbepuTe NyHKT C Ha3BaHWEM CepBepa B MEPapXUYECKOM MEHIO.

3. OTkpoiTe MeHio Actions B BepxHeli 4acTu OkHa knveHTa Lotus
Notes u Bbibepute nyHkT Import.

4. BuibepuTe cepBep, Ha KOTOpbIM HEOHXOAMMO WMMMOPTUPOBaTb
KOHurypaumio u ykaxute 6asy DrWeb/DrWebAdmin.nsf Ha
3TOM cepBepe.

5.B rpynne HacTpoek WUMNopT koHdbwMrypaumit Boibepute
HaCTPOMKK, KOTOpble HEOBXOAMMO WMMMOPTUPOBATL U YKaXWUTE
XML-daiin koHbUrypaumu.

6. Haxxmmte UMNopT.
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Mpy vMnNopTe KOHdWrypaumii, HacTpoWkM 3neMeHToB (rpynn K
npogunen) C OAMHAKOBbIMWA Ha3BaHWAMKU OyayT 3aMeHeHbl, a
HoBble - fob6aBneHbl. Hampumep, ecnu Ha cepBepe cyluecTsyeT

i‘ ! 'i rpynna Group 1, a B MMMOpTMpyeMOM daiine co3aaHbl rpynmbl
Group 1 n Group 2, To Group 1 Ha cepBepe 6yaeT 3amMeHeHa
OAHOMMEHHOW rpynnoi 13 uMnopTupyemoro daina, a Takxke byaert
nobasneHa rpynna Group 2.

Mpn  HeobxoAMMOCTM  Bbl  TaKke MOXEeTe  3IKCMopTMpOBaTb/
MMMOPTMPOBaTb OTYETbl (CM. COOTBETCTBYIOLWUIME HACTPOMKU B
AVarnoroBbiX OKHax AkcnopTt 1 UMnoprT).



Ty
)
‘\‘l

A
$

Mpuno)xeHus

NMpunoxxeHuns

MpunoxxeHue A. UHTerpauymus c Dr.Web
Enterprise Suite

B3aMMOAENCTBYET C pELIEHNEM

, €CNM B OMepauLMoHHON CcucTeMe, B

KoTopoii paboTaeT , YCTQHOBJIEH U
KOPPEKTHO paboTaeT

1 Bepcun 6.0 coBMecCTUM C
i s % Bepcueit 6.0 v BblLLe.

—

ans B COCTaBe
peanu3oBaHbl Cieayolme BO3MOXHOCTU:

e perucTpaums 3anycka u ocTaHoBku cepsepa IBM Lotus Domino

C YCTaHOBJ/IEHHbIM MOAYNEM . CobbiTs 3anycka u
ocTaHoBkM 6yayT oTobpaxatbcs B Tabnuue 3anyck/
3aBeplLueHue cepsepa ;

e OTNpaBKa CTaTUCTMKN paboTbl aHTUBMPYCHOIO MOAYAS
. Cratuctuka paboTbl oTobpaxaeTcs B
Tabnuuax CraTtuctuka u CyMMapHas CTaTUCTMKa cepBsepa
’

e OTNpaBka oOMoBelleHW 06 ob6HapyXeHuu BUPYCOB, C
nHbopMaumein 06 MHMEKUMM U MPEANPUHATOM AEUCTBUU. DTU
cobbiTna oTobpaxatoTcs B Tabnmue WMHpekumn cepsepa

7
e oTnpaeka URL Ha WEB-KOHCONb agMUHUCTpaTopa
Ha cepsep .
3TO NO3BOJISET B KOHCOMN BMAETb
URL Ha KOHCOSb ynpaBneHns aHTUBUPYCHbIM MoAYyneM
Ha KOHKpeTHOM cepBepe IBM Lotus Domino. URL MoxeT 6biTb
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3a4aH  aAMMHUCTPAaTOPOM  CUCTEMbl WM aBTOMaTUYECKU
cOpMMPOBaH Ha OCHOBE HAacTpOeK CepBepHOro AOKYMeHTa B
aapecHol kHure cepeepa Lotus Domino.

Y106b1 YCTAaHOBUTDb 3HaueHue URL:

1. 3apaiite napametp DrWebAdminURL B caiine cepsepa
notes.ini. Hanpumep:
DrWebAdminURL=http: //domino-server.
domain. name/drweb/DrWebAdmin. nsf

2. Mepezarpysute cepsep Lotus Domino.

Y106b1 yCTAaHOBUTb 3HauyeHuMe napamerpa 6e3
nepesarpy3ku cepsepa Lotus Domino:

1. B KOHCONM cepBepa BbIMNOSIHUTE KOMaHAY:

set config DrWebAdminURL=http: //
domino-server. domain. name/drweb/
DrWebAdmin. nsf

2.Mepepaya 3HayeHns URL Ha cepeep ES BbINOAHWUTCS B
TeYEHNE MUHYTHI.

obHoBNeHMe BUPYCHbIX 6a@3, aHTMBMPYCHOrO sapa M sapa
M3 peno3nTopus . JT0
MO3BO/ISIET OTK/IOYUTL  CTAHAAPTHbIM  MOAY/b OBHOBMEHMS
, 3arycKkaeMmblii MO pacnucaHuio. B 3Tom
cnyyae o6HOBNEHME KOMMOHEHTOB  6yaeT  BbIMOSHATLCS
COMAaCHO pacnucaHuio M u3 ero
peno3uTopus;
UCMO/Ib30BaHNE JINLEH3MOHHOMO KJItoYeBoro daina
, 3apEerucTpMpoBaHHOrO AN AaHHOM
CTaHUuMK B CETU . Ytobbl BKNIOUNTD
3Ty yHKUMIO, HeobXxoaMMO MepeBecTM MOAY/b B PEXUM
Enterprise. [Jns 3Toro Heo6xoAMMO BbINOMHWUTL Creaytolme
JeiCTBuA:

* [epeBecTn B pexum Enterprise,
yCTaHOBVB 3HayeHue Yes ans napametpa
UseEnterpriseMode B koHdurypaumoHHom daiine [
etc/drweb/agent.conf;

o BbIMOJTHUTb KoMaHay /etc/init. d/drweb-
monitor restart;
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e B ¢hain notes.ini cepBepa Lotus Domino [n06aBUTb
napametp DrWebEdition=Enterprise 1 nepesarpysvTb
cepsep Lotus Domino.

B pexxume Enterprise Dr.Web pns IBM Lotus Domino
HE MCMonb3yeT JOKaNbHbIM  JIMLEH3VOHHBIA  KIIIOUEBOM
aiin, ykasaHHbli B KOH(WrypauuoHHoMm daiine [etc/
drweb/agent.conf B kayectBe 3HauyeHWs napameTpa
LicenseFile pasgena StandaloneMode. B pexume
Enterprise knoy 3anpawuBaetcs y Dr.Web Enterprise
Suite, u ecnM KIOY He MOMyYyeH, nporpamMma He
OCYLLECTBASIET aHTUBMPYCHYIO MPOBEPKY.
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MpunoxeHue b. TexHnyeckas
noaaepMkKa

CTpaHuua Ccnyx6bl TEXHUYECKOW MOAAEPKKM
HaxoAMTCA no afapecy

Mp1 BO3HWKHOBEHWUWU MPOGSIEM C YCTAHOBKOM MK paboToi NpoayKToB
KOMMaHuM, npexae 4eM obpawaTtbCs 3a MOMOWbB B OTAEN
TEXHUYECKOM NoALEPXKKM, HacToSATENbHO pekoMeHayeTcs
nonpo60oBaTb HANTU PELLEHNE OAHUM U3 CNeaytoLmUX cnoco6oB:

e O3HAaKOMUTBCS C  MOCNEAHWMWM  BEPCUSIMM  OMUCaHWI U
PYKOBOACTB MO aapecy

e MNocetutb opymsbl no aapecy

Ecnu nocne 3Toro BaM He yfanoch pelumnTs Npo6reMy, TO Bbl MOXETE
BOCMOJIb30BaTbCS OAHWUM M3 CNeaytoWwmMxX cnocoboB, YTobbl CBA3ATHCS
CO CNyx60W TEXHUYECKOW MOAAEPXKKM:

e 3anonHnTb crieunanbHyto Beb-opmMy no agpecy

e HanucaTb 3n1eKTpoHHOEe NMCbMO Mo agpecy

Haittu 6nmxaiiiuee K BaM NpeacTaBuTeNbCTBO U BCIO
KOHTaKTHYI0 MH(OPMaLMIo, HEOBX0ANMYIO MOJb30BaTeNI0, Bbl MOXETE
no aapecy
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